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Det är med stor glädje och stolthet jag ser vad 4H gjort under det gångna året. Som en av

Sveriges ungdomsorganisationer är vi ständigt engagerade i att skapa meningsfulla möjligheter för

våra medlemmar att växa och utvecklas i.

Under det senaste året har vi fortsatt att arbeta för vår övergripande vision - att alla barn och

ungdomar ska utvecklas till engagerade, välmående och ansvarstagande människor med respekt

för omvärlden. Genom att erbjuda en mängd olika aktiviteter och projekt, såsom läger,

naturupplevelser och ledarskapsutbildningar, arbetar vi för att skapa en trygg och rolig miljö där

våra medlemmar kan lära sig nya saker och utveckla sina förmågor.

Året har varit startskottet för vår nya strategi som tar avstamp i att skapa mer 4H för fler, främja att

våra medlemmar får färdigheter som kan vara nyttiga i framtiden och att bygga broar. Vi är en

organisation av unga för unga. Genom att barn och unga påverkar sin egen fritid utvecklas de till

sin fulla potential utefter sina egna förutsättningar.

Vi är mycket stolta över de resultat som vi har uppnått under 2023. Våra medlemmars

engagemang och idérikedom har gjort det möjligt för oss att genomföra en mängd olika projekt

och aktiviteter runt om i landet. Vi har fortsatt att erbjuda spännande och utmanande aktiviteter,

såsom klubb- och gårdsverksamhet, läger, friluftsliv och utbildningar, som har bidragit till våra

medlemmars personliga utveckling och självkänsla.

Vi vill ta tillfället i akt att tacka alla våra medlemmar, ledare och samarbetspartners för det

ovärderliga stödet och engagemanget. Utan er skulle vår verksamhet inte vara möjlig.

Tillsammans ser vi fram emot att fortsätta skapa nya och spännande möjligheter för unga

människor att växa och utvecklas i en hållbar och inkluderande värld.
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Sveriges 4H:s ordförande Elin NIklasson. Foto av Emelie Schlyter.
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Vi har alla ett gemensamt ansvar för världen vi lever i och att samhället utvecklas på ett hållbart

sätt. För att kunna förändra och utveckla krävs engagemang och kunskap. Genom att få

kunskap till sig genom huvudets H får barn och unga mod till att våga ifrågasätta och ta

ställning. 4H:s trygga föreningsdemokrati ger goda förutsättningar för att utvecklas och

engagera sig djupare.

Föreningsdemokratin ger också förutsättningar för att praktiskt gå från idé till handling (Hand –

färdighet) och därigenom låta unga påverka sin egen och sina kompisars fritid. Verksamheten

är gjord av och för barn och ungdomar. Vi tycker att det är oerhört viktigt att unga tidigt får

möjlighet att ingå i en styrelse. Därigenom kommer ansvarstagande naturligt och skapar en

plattform där personer kan göra medvetna val, fatta beslut med en känsla av trygghet och stå

för sina handlingar. Att vara ansvarstagande i 4H innebär också att det är en självklarhet att

varje individ oavsett kön, social eller kulturell bakgrund respekteras. Detta är ett gemensamt

ansvar som vi tar i enlighet med hjärtats H (Hjärta – respekt, medkänsla, empati). Att vara

välmående innebär i 4H att en person värnar om sin och andras hälsa i alla aspekter enligt

hälsans H (Hälsa – sunt levnadssätt).

Mottot i 4H “Lära genom att göra” är otroligt viktigt för organisationen. Det är ett starkt verktyg

som genom alla tider gjort att många barn- och ungdomar vågat prova nya saker. Med stöd från

teori vittnar många barn och ungdomar om att de för första gången känt att de haft lätt för att ta

till sig nya kunskaper. Detta är något 4H är oerhört stolta över. 4H:s pedagogik utmanar det

traditionella systemet där teori understöds av praktik. Vi gör tvärtom och det har gjort underverk

för många barn och ungas självförtroende, självkänsla och utveckling. Allt lärande sker med

Huvud, Hjärta, Hand och Hälsa i fokus. Huvudets kunskap representerar vad vi måste kunna för

att ta ansvar i livet, Hjärtats känsla lär oss att visa kärlek, empati och respekt, Handens

praktiska kunnande befäster kunskapen och Hälsan främjas när vi använder kropp och sinne

och utvecklas utan stress.

I 4H uppmuntrar vi till att ungdomar ska leda aktiviteter för yngre medlemmar. Vi vill ge dem det

ansvaret, de utvecklas och växer med uppgiften. Visionen ska uppnås genom att de fyra H:na

genomsyrar alla organisationens aktiviteter och att vi arbetar enligt mottot “Lära genom att

göra”.

Alla barn och unga ska utvecklas till 

engagerade, välmående och ansvarstagande 

människor med respekt för omvärlden.
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Det är i 4H-klubben du är med om huvudsaken av 4H:s verksamhet. Du bestämmer själv 

tillsammans med de andra medlemmarna i klubben vad ni ska göra i just er klubb. Din 

favoritaktivitet i 4H kan bli allt från att virka mössor till att spela teater eller hämta hem fåren från 

hagen på 4H-gården. Som du förstår är det ganska fritt vad man kan göra i 4H. Det som är likt 

mellan olika 4H-klubbar är gemenskapen och att man vill lära sig nya saker. Klubben är basen i 

4H:s föreningsdemokrati. Där utses en styrelse av medlemmarna på årsmötet enligt traditionella 

demokratiska former. Det som är viktigt när du sitter i styrelsen är att du är intresserad av att 

planera och utföra klubbens verksamhet. Erfarenheterna från att ha suttit med i en klubbstyrelse 

har man ofta nytta av i andra sammanhang i skolan eller när man ska söka jobb.

Sveriges 4H har sedan början av 1970-talet haft 4H-gården som en unik verksamhetsform. 4H 

vill med hjälp av 4H-gården lära barn om djur och natur och detta görs i 4H:s motto “Lära 

genom att göra”. Att besöka en 4H-gård är gratis och vårt mål är att det alltid kommer att 

fortsätta vara så. 4H:s samhällsuppdrag är att sprida kunskap om hur vi räddar utrotningshotade 

svenska lantrasdjur, hur vi kan ha god självhushållning, hur naturens kretslopp fungerar och att 

uppmuntra barn och ungdomar att utvecklas till engagerade, ansvarstagande och välmående 

människor med respekt för omvärlden. 4H-gårdarna över hela Sverige är en av organisationens 

viktigaste plattformar för detta.

Ingenstans inom 4H:s verksamhet är mottot “Lära genom att göra” så levande som inom 4H-

företagsverksamheten. Ett 4H-företag är en praktisk uppgift som medlemmen tar på sig under 

en begränsad period, exempelvis under ett sommarlov, våren, ett år eller dylikt. Det kan vara att 

mata kalven på 4H-gården, göra sylt eller att lära sig att spela gitarr. Det kan genomföras enskilt 

eller tillsammans med andra. 4H-företaget ska vara tydligt åtskilt från övrig verksamhet och 

ligga inom ramarna för 4H:s profiler jord, skog, hem, hushåll och kultur. Syftet med 4H-företag 

är att 4H-företagaren ska lära sig att själv ta ansvar för en uppgift och samtidigt få möjlighet att 

tjäna några kronor. 4H-företagen har funnits länge inom verksamheten och har en lång historia. 

I början var växtodling, speciellt köksväxtodling, det vanligaste 4H-företaget. Så småningom 

blev klubbodlingarna större och kom även att omfatta specialodlingar för försäljning. Även 

djuruppfödning tillkom. Skogsverksamhet med vilt- och fiskevård blev också ett allt vanligare 

inslag i programmet.
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Matskolan är ett dagläger för barn och unga som gillar att laga mat och baka eller som vill lära sig 

mer om just matlagning. Vi lagar frukostar, luncher, mellanmål och bakar en del goda grejer. 

Detta varvas med tävlingar och lekar. Under veckan gör vi även utflykter och besöker bland annat 

en bondgård. Idén är att ge barn och unga kunskap om matlagning, kost och motion på ett roligt 

lärorikt och aktivt sätt. Målet är att Matskolorna ska vara roliga och motiverande, så att barnen 

kommer hem fyllda med inspiration och nyfikenhet för att både laga mat och våga prova nya rätter 

och råvaror. Matskolor arrangeras av 4H:s olika länsförbund och lokala klubbar i varierande 

omfattning.

Riksförbundsstämman är 4H:s högst beslutande organ. Här representeras alla 4H-län i form av 

ombud. Ombuden väljs på länsförbundsstämman; ett ombud per påbörjat 500-tal medlemmar 

(med andra ord: ett ombud upp till 500, två ombud upp till 1000 medlemmar o.s.v.). Dessutom har 

varje län ett ombud som sitter med i förtroenderådet. Ombudens uppgift är att föra med sitt läns 

medlemmars talan för hur Sveriges 4H ska drivas. Förtroenderådet som nämns ovan består av 

en representant för varje län. Innan stämman diskuterar förtroenderådet de viktigaste frågorna på 

ett eget möte. De ska lägga fram förslag till stämman som sedan tar besluten. 

Riksförbundsstyrelsen ska finnas tillgänglig om förtroenderådet har frågor. Vill man att något ska 

ändras i organisationen kan man lämna in en motion (ett förslag) som tas upp och diskuteras på 

stämman. En motion lämnas i förväg, senast två månader före stämman, och behandlas av 

riksförbundsstyrelsen innan stämman. Det är även på stämman som man går igenom föregående 

års verksamhet och resultat, samt beslutar om kommande års budget. Stämman hålls vanligtvis i 

samband med rikslägret och är därför på olika platser varje år.
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IFYE-utbytet har funnits sedan 1948 och skapades för att främja världsfreden genom att man fick 

möta andra kulturer och få fördjupad kunskap om dem och knyta kontakter över hela världen. 

Detta är, än idag, lika viktigt. Är du i åldern 18-30 år och har varit en aktiv 4H:are kan du söka till 

IFYE. Det är meriterande att ha gjort saker i verksamheten som till exempel att ha varit med och 

arrangerat aktiviteter, suttit i styrelser med mera. Sveriges 4H:s samarbetsländer varierar, men vi 

har haft utbyte med bland annat Australien, USA, Taiwan, Tanzania, Schweiz, Island, 

Storbritannien, Nya Zeeland och Irland. När man åker som IFYE får man ta del av värdlandets 

vardag under en period som varierar mellan 4 veckor upp till 6 månader. 

Den tredje lördagen i september firas den årliga, nationella 4H-dagen över hela Sverige. Under 

denna dag arrangeras många roliga aktiviteter som syftar till att fler ska få ta del av 4H:s 

verksamhet. Lokala 4H-klubbar och 4H-gårdar annonserar om sina aktiviteter via sina 

mediekanaler och kan verkligen erbjuda skoj för stor som liten. Detta är ett fantastiskt sätt att få 

uppleva 4H:s verksamhet om ni inte gjort det förut. 
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Riksläger 1992 i Älvsborg.
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Den första 4H-klubben startades år 1902 i Springfield, Ohio och spreds snart vidare ut i resten 

av USA. De första åren bestod 4H-verksamheten främst av tävlingar och naturstudier. Från 

början fick bara pojkar vara med i klubbarna men det dröjde inte länge innan flickorna också fick 

vara med.1911 vet man att både namnet 4H och loggan, fyrklövern med ett H på varje blad, 

användes. Idéerna bakom 4H kom ganska tidigt till Skandinavien. Framför allt i Danmark och i 

Sverige var man intresserad. I Sverige bildades Jordbrukare Ungdomens Förbund (JUF) år 

1918. JUF var ett förbund för i huvudsak äldre ungdom, men man ville ha verksamhet även för 

ungdomar i 11-12-årsåldern. 1924 beslöt man att ta upp 4H-programmet och året därpå 

startade 4H-företagsverksamhet i Skaraborgs län. Snart var arbetet igång över hela landet.

4H finns idag i ett 80-tal länder. I de gamla brittiska imperieländerna går det under 

benämningen Young Farmers. För de europeiska länderna finns samarbetsorganisationen 

”European Committee for Young Farmer’s and 4H Clubs”. Världsnätverket Global 4H Network

finns också och har som mål att stärka samhälle och värld genom positiv ungdomsutveckling. 

För det nordiska samarbetet finns samarbetsorganisationen NSU (Nordisk Samorganisation för 

Ungdomsarbete). I dess regi arrangeras bland annat nordiska läger, ungdomsstämma och 

lantungdomskonferenser.

Riksförbundet Sveriges 4H är uppbyggt i flera led. Varje led har enskilda uppgifter, samtidigt som 

alla verkar för att vara en samlad organisation. Det är viktigt att komma ihåg den demokratiska 

processen och att varje enskild medlem har möjlighet att göra sin röst hörd.

Riksförbundet leds av Riksförbundsstyrelsen. Varje år hålls en Riksförbundsstämma där 

medlemmarna får vara med i den demokratiska processen och bestämma om verksamhet och 

hur organisationen ska utvecklas och drivas. Styrelsen styr sedan organisationen så som 

Riksförbundsstämman beslutat. Styrelsen ordnar aktiviteter för medlemmarna och arbetar med 

utveckling av verksamheten samtidigt som de ansvarar för ekonomin och ser till att den läns- och 

klubbstyrda verksamheten fungerar genom att stötta och hjälpa till där det behövs. Till hjälp finns 

det anställda på Riksförbundets kansli i Katrineholm. De anställda jobbar bland annat med 

löneservice, administration, representation, problemlösning och utveckling av verksamhet. 

Sveriges 4H har cirka 100 helårsanställda utspridda på de olika länen, kretsarna och klubbarna. 

De anställda arbetar som 4H-gårdsföreståndare, 4H-gårdsassistenter, administratörer, 

instruktörer, konsulenter, verksamhetsledare och regionkonsulenter.
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Sveriges 4H har 22 mer eller mindre aktiva länsförbund. Länsförbunden styrs, liksom 

Riksförbundet, av en ideell styrelse och har en årlig länsförbundsstämma. 

Länsförbundsstyrelsen ansvarar bland annat för de aktiviteter som anordnas av länet och verkar 

som stöd för de klubbar som finns i länet. Vissa länsförbund har även arbetsgivaransvar för 

eventuella anställda i länet.

I klubbarna bedrivs huvuddelen av 4H:s verksamhet. Varje klubb har en klubbstyrelse och vissa 

(framför allt 4H-gårdar) har anställda. På ett årsmöte tillsätts styrelsen för klubben och det 

beslutas hur klubben ska bedriva sin verksamhet. Klubbverksamheten ser väldigt olika ut och 

varierar från aktiviteter som hantverk och teater till gymnastik och 4H-gårdsverksamhet.

En 4H-avdelning är en enklare typ av förening som tillhör en 4H-klubb. En fördel med avdelning 

är att 4H-klubbarna kan tydliggöra sina olika verksamheter. Det finns på sina ställen klubbar för 

bland annat kaninskötsel och odling och avdelningen fungerar på samma sätt, men med mycket 

mindre administration då man exempelvis inte behöver egen ekonomi, kassör, revisor med 

mera. Detta kan främja demokratin då unga personer själva kan bestämma i sin förening.
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4H:s Nationella Konferens 2023 genomfördes sista helgen i januari. Under helgen samlades över 100 

4H:are för att få färdigheter för framtiden, bygga broar mellan varandra och sina klubbar samt 

länsförbund och distrikt.

Helgen inleddes med en föreläsning av Johanna Abdo från organisationen Elsa & Sam. Elsa & Sam 

grundades för att skapa fler inkluderande miljöer för barn och unga. Föreläsningen handlade om hur vi

som ledare kan jobba med 4H- andan i praktiken. Hur vi kan fortsätta skapa en miljö, där alla 

medlemmar känner sig välkomna och inkluderade. Men även bli medvetna om de fördomar man har 

och hur det kan påverka ens ledarskap.

Under lördagen fick deltagarna djupdyka i två valfria inriktningar. Konferensen erbjöd ett brett utbud av 

inriktningar för att alla medlemmar och anställda ska hitta något som känns intressant. Inriktningarna 

som erbjöds var:

• Inkluderande språk

• Organisationen Friends

• Från idé till projektansökan

• 4H på CV:t

• Hållbart engagemang och självledarskap

• Marknadsföring i sociala medier & fotografering

Syftet med alla inriktningar är att ge medlemmar och anställda nya kunskaper och färdigheter som de 

sedan kan ta med sig tillbaka till verksamheten för att fortsätta utveckla sin lokala verksamhet och 

sprida kunskapen vidare. Men även ge medlemmarna färdigheter för framtiden som kan hjälpa dem 

även utanför 4H i livet. Till exempel inriktningen 4H på CV:t vars syfte var att hjälpa medlemmarna i 

hur de ska kommunicera sitt engagemang på CV:t för att få jobb.

På lördagskvällen bjöds det upp till galamiddag när Klövergalan tog vid. En trerätters middag med 

underhållning samt prisutdelning för ett flertal kategorier där medlemmarna har fått nominera 

kandidater.

De som mottog pris var:

Årets verksamhet: Odenslunds 4H

Årets projekt: Fun4Free

Årets ledare: Nellie Karlsson

Årets kompis: Apollo Åström

Årets anställda: Anna Segerström

Årets styrelsemedlem: Malin Jensen

Årets eldsjäl: Hampus Brink

Konferensen avslutades på söndagen med 4H-mässan, ett helt nytt koncept vars syfte är att 

medlemmar och anställda ska få en inblick kring mångfalden vi har inom 4H och få höra om saker 

som är möjliga inom organisationen. Två av riksförbundets stora projekt “4H:s matresa” och “Pim & 

Pella” ställde ut där deltagarna fick prova på att laga mat över stormkök och få se boken om 

allemansrätten som fått namnet Pim och Pella. 4H:s internationella verksamhet fanns även 

representerade där man fick höra mer om de internationella utbyten man kan åka på som medlem i 

4H. En mässa fylld med roligheter och nya insikter.

Konferensen gav medlemmarna färdigheter för framtiden och byggde broar mellan individer, klubbar 

och länsförbund/distrikt. Ett bra sätt att starta 4H-året på!
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Under årets första medlemstävling deltog 11 4H-klubbar. Priset delas ut till de två klubbar som 

fått mest nya medlemmar under kampanjen - 4H varje år.

Stora Skuggans 4H-gård kammade hem förstaplatsen och Hågelby 4H-gård kom på andra 

plats.

Ett stort intresse för HBTQ+-frågor finns inom 4H och genom åren har kanslipersonalen 

utbildats i ämnen genom RFSL. Men även genom olika aktiviteter i samband med att Pride 

anordnas varje år lokalt hos 4H-klubbarna. För att ta vara på detta engagemang bjöd 4H in alla 

intresserade medlemmar till en utbildning på Zinkensdamms Hostel i Stockholm för att fördjupa 

deras kunskaper om ämnet och spåna tillsammans kring hur 4H kan växla upp HBTQ+-arbetet.

Emma Raask föreläste och inspirerade gruppen till att fortsätta fördjupa sina kunskaper. 

Resultatet av helgen blev en nationell 4H-klubb där medlemmar runt om i landet kan samlas 

kring sitt intresse oavsett vart man bor.

Citat från en deltagare vid uppstarten av klubben:

”Fan vad coolt att vara firmatecknare”
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Tillsammans med andra medlemsorganisationer inom Svenskt Friluftsliv åkte 4H till Almedalen

2023. I ett tält vid stranden erbjöd vi besökare att testa VR-glasögon som transporterade

deltagaren till en fårhage på Gränby 4H-gård i Uppsala. Bort från tempot på Almedalen kunde

deltagaren höra fågelkvitter, titta sig runt omkring och åskåda ett lamm som biter på samma

yogamatta som hen sitter på. En mycket populär aktivitet som lockade många barnfamiljer till att

prata om 4H-gårdarnas vikt i det stadsnära friluftslivet som 4H värnar.

En av kvällarna arrangerade Svenskt Friluftsliv tillsammans med oss medlemsorganisationer

som var på plats ett friluftsmingel där organisationer, politiker och andra friluftsintresserade

samlades. Det bjöds på sång, mat och dryck, politikersamtal på scen och mycket mer.

En besökare testar på VR under Almedalsveckan.
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Sveriges 4H har genomgått en förvandling och avslöjade i november att en ny grafisk profil

skulle lanseras. Resan till vår nya visuella identitet har varit spännande. Profilen är framtagen

av 4H:s kommunikationsgrupp, som redan 2019 fick i uppdrag av styrelsen att skapa en grafisk

profil för Sveriges 4H. Det har varit ett inspirerande och omfattande arbete, med otaliga möten

och grundlig research kring behov och användarvänlighet. Resultatet är ett vackert, tydligt och

enhetligt uttryck för Sveriges 4H, och med det - ett starkare varumärke!

Rikslägret har arrangerats av länsförbunden inom 4H sedan 1958 på olika platser i landet. I år

var det Kronobergs tur att arrangera lägret. Rix23 blev ett lyckat läger med både regn och sol

vilket passade lägrets tema, Kronobergs djupa skogar. Cirka 200 deltagare, funktionärer och

stämmodeltagare samlades på Ingelstads naturbruksgymnasium för att ta del av veckans olika

aktiviteter.

Man åker på riksläger tillsammans med sin länstrupp, som består av medlemmar från samma 

län. Under lägret bor man i tält och tävlar tillsammans med sin länstrupp för att vinna den så 

kallade ”lägertoppen”. Lägertoppen består av en mängd olika spännande och utmanande 

grenar exempelvis volleyboll och en udda idrottsgren. 

Årets udda gren var ”sänka län” vilket var ett spel precis som sänka skepp fast i mänsklig 

storlek och bomberna bestod av vattenballonger. Fler exempel på grenar som finns på 

lägertoppen är Talang och 4H-anda. 

Under Rix23 var det Uppsala som kämpade sig till flest poäng och vann lägertoppen. Det 

viktigaste med lägret är dock för många inte tävlingarna, utan det som oftast beskrivs som det 

bästa med lägret är att man får träffa många andra ungdomar i olika åldrar och ha roligt 

tillsammans både under tävlingar och under övriga aktiviteter.
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Som ett led i strategiarbetet har vi under 2023 representerat 4H på Nordisk ungdomsorgantions

(NordUng) årsmöte på Island och ett ledarutbyte på Grönland.

NordUng arrangerar varje år ledarträffar runt om i Europa, ofta med svenska/skandinaviska

som språk, för ungdomar från 14 år. Det är ett mycket bra tillfälle för yngre ledare inom 4H att få

testa på ett utbyte med andra organisationer inom ramen för NordUngs arrangörskap.

Årsmötet på Island gav nya kontaktvägar och möjligheter till samarbete när 4H bygger broar

och lär känna de nuvarande styrelsemedlemmarna och andra medlemsorganisationer inom

NordUng. Vi tog med oss många nya idéer på samarbete hem till Sverige och berättade från vår

sida hur förutsättningarna ser ut för att skicka deltagare från oss och vad vi behöver för

information från NordUng för att lättare kunna hitta extern finansiering till detta.

Malin Widell från 4H tillsammans med nyvalda ordförande för NordUng, ny 

generalsekreterare för NordUng, tidigare generalsekreterare för NordUng och 

avgående ordförande för NordUng
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Rebecka Torén Björling och Louise Zegler från Stockholm deltog på ledarutbytet på Grönland.

Utbytet handlade om majoriteter och minoriteter.

Citat från Louise Zegler:

”Det var en riktigt rolig, lärorik och äventyrlig resa där personer från olika nordiska länder möttes

och tillbringade en vecka tillsammans. Under resans gång fick vi även kunskaper om Grönland

och deras kultur genom bland annat ett museum, en person som kom och hade ett föredrag och

maskdancing. Detta var en av de mest unika danser jag någonsin sett och något jag aldrig

kommer glömma.

NordUngs resor är inte bara roliga utan även lärorika genom olika sessioner som hålls och där

varje resa har olika teman, denna gång handlade det om minoriteter och majoriteter. Genom allt

detta så tror jag att vi alla fått en ökad förståelse och en tankeställare hur brett och viktigt detta

ämne är eftersom alla tillhör ett flertal olika minoritet- och majoritetsgrupper även fast vi inte

riktigt tänker på det.”

Ett extra tack till Clara Lachmanns fond. Utan projektmedel hade inte Sveriges 4H haft möjlighet

att delta i utbytet på Grönland.
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I vår strävan att få alla 4H:s medlemmar att känna sig trygga och sedda inom ramen för vår

verksamhet arbetar vi med att ständigt utveckla sättet vi bemöter och visar stöd för våra

medlemmar. Vår trygga miljö resulterar i att vi ofta möter barn och ungdomar med psykisk

ohälsa som öppnar upp sig. För att rusta våra ledare så att de på bästa sätt kan bemöta och

stötta dessa medlemmar togs en digital utbildning fram med namnet ”Medmänskligt stöd och

bemötande”. Här får deltagarna verktyg för att hantera situationer som kan dyka upp i

verksamheten, då det är extra viktigt med bemötande. De får även verktyg för hur de hanterar

den ofta jobbiga information de får ta emot när de möter någon med psykisk ohälsa.

Utbildningen var väldigt uppskattad och finns nu tillgänglig att följa digitalt i efterhand.

Extra tack till Stiftelsen Konung Gustaf V:s 90-årsfond som möjliggjort utbildningen om

medmänskligt stöd och bemötande för att våra ledare ska utvecklas och bli ännu starkare i sitt

ledarskap.

I juni 2023 nominerade Sveriges 4H Doglas Jonsson till Rural Youth Europes (RYE) styrelse för 

att representera de nordiska ländernas medlemsorganisationer. RYE är en europeisk 

paraplyorganisation som samlar ungdomsorganisationer med fokus på landsbygden, där 

Sveriges 4H har varit medlemmar under många år. Vid årsmötet i Augusti 2023 blev Doglas

invald på ett års mandat och har under året representerat Sveriges 4H och övriga nordiska 

medlemsorganisationer vid styrelsemöten och andra event runt om i Europa.
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IFYE-utbytet har funnits sedan 1948 och skapades för att främja världsfreden genom att 

ungdomar fick möta andra kulturer och få fördjupad kunskap om dem och knyta kontakter över 

hela världen. Detta är, än idag, lika viktigt. 

Är du i åldern 18-30 år och har varit en aktiv 4H:are kan du söka till IFYE. Det är meriterande att 

ha gjort saker i verksamheten som till exempel att ha varit med och arrangerat aktiviteter, suttit i 

styrelser med mera. Sveriges 4H:s samarbetsländer varierar, men vi har haft utbyte med bland 

annat Australien, USA, Taiwan, Tanzania, Schweiz, Island och Storbritannien. Utbytet sker 

oftast under sommaren, och pågår i allt från fyra veckor till tre månader, och man bor i flera olika 

familjer med antingen 4H- eller lantbrukskoppling. 

2023 åkte Felicia Häggström från Hågelby 4H och Nellie Karlsson från Skara 4H till Schweiz 

och Eila Erdal från Riddersviks 4H åkte till Virginia i USA. Under utbytena bodde de i flera olika 

familjer och tog del av de olika familjernas kultur och liv. I familjerna har de fått hjälpa till på 

gårdarna och i hemmen, lagat mat, bakat, spelat spel och annat som hör vardagslivet till. De har 

även gått på sportevenemang, konserter, festivaler och följt med på familjetillställningar, 

semestrar och vandringar. Som IFYE träffade de såklart även människor från alla världens hörn 

genom IFYE- och 4H-aktiviteter i värdlandet och med sig hem har de många fina minnen från 

IFYE upplevelsen.
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Organisationen RYE (Rural Youth Europe) organiserar tre större event i olika länder i Europa. 

Under hösten 2023 anordnande de ett Autumn seminar i Georgien med temat "Health as a 

social right".

Celine Hedman från Naturhjältarnas 4H-gård i Gävleborg åkte till Georgien och beskriver 

evenemanget som följande:

"Under veckan pratade vi om hur viktigt hälsa är och att det är något som alla har rätt till. Vi 

diskuterade även lösningar på hälsoproblem och hur vi kan förbättra hälsan i både våra egna 

organisationer och våra länder. Något som jag tyckte att de lyckades väldigt bra med var att 

göra varje seminarium intressant och unikt. Det var aldrig långa föreläsningar, i stället gjorde 

vi aktiviteter där vi fick vara delaktiga och hade kul samtidigt som vi lärde oss. Inget seminarium 

var det andra likt.

Men även om temat var väldigt intressant så måste jag ändå säga att gemenskapen var det 

bästa. Vi var en grupp på runt 20 personer och under veckan blev vi väldigt nära varandra. Jag 

bodde med tre tjejer från Storbritannien och vi hade jättemysigt ihop. Det var också 

jätteintressant att få höra om alla andras organisationer. Alla där är ju inte från 4H utan det är 

olika organisationer, som exempelvis Young Farmers från Storbritannien och Irland.

Att skapa relationer med personer från olika delar av världen tror jag är väldigt gynnsamt för mig 

själv, min organisation och för samhället. Jag hade en otroligt rolig vecka och jag är så tacksam 

att jag fick den här möjligheten. Jag rekommenderar verkligen alla som tycker att det låter kul att 

åka. Man har ingenting att förlora och det är verkligen ett minne för livet.”

EFCF står för European Federation of City Farms och är en organisation som samlar stadsnära 

bondgårdar över hela Europa. 4H:s medlemskap i EFCF går hand i hand med vårt strategiska 

mål att bygga broar, eftersom vi genom denna organisation kan skapa ett omfattande 

kontaktnät över hela Europa med organisationer med samma intresse. Trots att våra 

förutsättningar och utmaningar kan skilja sig åt, står vi inför många liknande hinder, bland annat 

konkurrens om stadsnära mark där många kommuner strävar efter att uppföra nya bostäder. 

Finansieringsfrågan för stadsbondgårdar är även en gemensam utmaning i stora delar av 

Europa, där många förlitar sig på betydande ideella insatser.

Under vårt besök i Dublin fick vi möjligheten att besöka två city farms, S:t Annes City Farm och 

Airfield Estate. Detta var två väldigt fina och välskötta gårdar som bidrog med massa inspiration 

kring pedagogik och aktiviteter.
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Den 20 september firade vi Allemansrättens Dag, där Kronprinsessan Victoria fick testa 4H:s VR-

upplevelse och uppleva Gränby 4H-gård virtuellt. Guidad av fantastiska Nova och Emilia från 

Gränby 4H-klubb, fick Kronprinsessan mysa med fåren och njuta av gårdens grönska - allt i en 

virtuell värld.

Aktiviteten ägde rum under en vandring i Uppsala, arrangerad av Generation Pep och Svenskt 

Friluftsliv för att uppmärksamma allemansrätten och främja det svenska friluftslivet. Självklart ville 

4H vara en del av detta och sprida kunskap om vår fantastiska natur och friluftsliv.

Kronprinsessan Victoria tillsammans med 4H:s ordförande Elin Niklasson och generalsekreterare Bodil 

Åström under Allemansrättens Dag.
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I mitten av november hölls personaldagarna i Uppsala, med 70 av våra 150 anställda på plats.

Temat för dagarna var hållbarhet och strategiområdet ”Främja färdigheter för framtiden”, ett

tema som är kopplat till 4H:s nya strategi.

Under första dagen pratade vi om inkludering och bemötande, förutsättningar för 4H att jobba

mer hållbart och våra utvecklingsprojekt. Vi fick värdefull kompetensutveckling inom området

genom diskussioner och workshops och tackar Mir Grebäck von Melen från Peas by Peas för

viktiga perspektiv som vi ser fram emot att implementera i organisationen!

Dagen avslutades med en fin middag där vi även delade ut priser för medlemstävlingen och för

årets brobyggare, årets färdighetsfrämjare och årets mer 4H för fler-are.

Dessa var årets pristagare:

Årets mer 4H för fler:are – Matilda Johansson, Odenslunds 4H

Årets färdighetsfrämjare – Antonia Mossberg, Västra Götalands 4H

Årets brobyggare – Isabelle Hall Wilkens, Skälby 4H

Stort grattis till alla pristagare!

Under andra dagen kunde deltagarna välja mellan tre inriktningar; chef, gård och verksamhet.

Vi pratade bland annat om social hållbarhet, där Johanna Abdo från ELSA och SAM delade

värdefulla insikter om inkludering och normkritik. Vi tog med oss tankar kring hur vi kan skapa

en inkluderande och välkomnande miljö för alla våra medlemmar.

Därefter följde en workshop om hur 4H kan jobba med strategin runt om i landet och goda

exempel lyftes genom korta föreläsningar. Vi inspirerades av Isabelle Hall Wilkens och Ella

Folkesson Hinkel från Abbes 4H-klubb och hur de arbetat med att starta klubb på gård. Miranda

Dahlgren berättade om kommunikation som inspirerar och Malin Widell lärde oss mer om

projektledning.

Friederike Fischer inspirerade oss med att berätta om klöverklubben i Växjö, som stämmer med

målet mer 4H för fler. Ellen Svensson från Sibbarps 4H berättade om hur de ger unga

färdigheter för framtiden med 4H-företag. Julia från Gränby 4H berättade om getklubben på

Gränby som ger unga färdigheter för framtiden. Isabelle Hall Wilkens berättade även om hur det

kan bli mer 4H för fler med de nationella klubbarna. Per Norrman från Hallands 4H berättade

hur de bygger broar med en gemensam lägerledarutbildning. Dessutom hjälpte vi varandra med

att komma igång med arbetet med vår nya strategi 2023-2030.

Vi avrundade dagen med att dela idéer om det viktiga hållbarhetsarbetet och en utvärdering av

de nationella personaldagarna.
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Demokrati är själva grunden i vår organisation. Genom att låta våra medlemmar ”lära

genom att göra” i demokratiska processer, bidrar vi till 4H:s övergripande vision samt knyter

an till strategiområdet "Främja färdigheter för framtiden". Det är 4H-klubben som är basen i

4H:s föreningsdemokrati och det är där som huvudsaken av 4H:s verksamhet sker. Där

utses en styrelse av medlemmarna på årsmötet och medlemmar är med och påverkar

utifrån sina intressen.

Under året har 4H utvecklat strategier för hållbar tillväxt av klubbar genom dialog och besök

ute i landet samt testat nya idéer nationellt, bland annat genom nationella klubbar i ett nytt

digitalt län samt genom att några 4H-gårdar har varit med och testat konceptet "klubb på

gård", där unga startar och driver egna 4H-klubbar på sin gård. Samtidigt har vårt starta

klubb-material uppdaterats och förenklats för att bättre passa vår målgrupp.

Ett förflyttning har gjorts kring demokratiarbete för 4H-klubbar där utbildningar och mallar

tagits fram. Målet är inte bara att göra det enkelt att vara med på ett möte, utan också att

göra möten roligare och ge medlemmarna tips för att påverka genom motioner före och

under mötet. Även förändringar på riksförbundsstämman har förenklats, då vi testade en ny

metod med hjälp av en extern processledare för att alla ombud, oavsett ålder, känner sig

införstådda med vad som sker på en stämma samt vågar yttra sin åsikt och påverka.
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2022 tog riksförbundsstyrelsen ett beslut om att tillåta nationella klubbar i ett nytt digitalt län. 

Visionen var att 4H skulle fånga upp intressen som redan finns inom organisationen och göra 

det lättare för medlemmar att organisera sig bortom geografiska gränser. På sikt tror vi att det 

skulle leda till att fler medlemmar stannar i 4H om de erbjuds ett nytt och större sammanhang.

Under 2023 startades fyra nationella klubbar av medlemmar för medlemmar:

• TikTok Sveriges 4H-klubb

En grupp som sedan tidigare ansvarat för Riksförbundets TikTok och som nu kan få större 

sammanhållning och lära sig mer om demokratiska processer inom 4H.

Citat från en deltagare vid uppstarten av TikTok-klubben: ”När mina barnbarn går med i 4H då 

ska jag berätta att jag var med när den första sådana här klubben startades!”

• Pokémons 4H-klubb 

Medlemmar i Kalmar som ville öppna upp för fler att vara med och utöva deras stora intresse: 

Pokémon GO.

• Nationella konferens 4H-klubb

En klubb som ger möjlighet för fler ungdomar inom 4H att lära sig om arrangörskapet kring 

4H:s årliga nationella konferens och på sikt hoppas att fler ska våga testa att vara arrangör för 

ett sådant stort evenemang inom 4H.

• 4HBTQ+ 4H-klubb 

Medlemmar intresserade av HBTQ+-frågor som vill utveckla 4H:s arbete inom detta och föra 

samman fler medlemmar inom organisationen som är intresserade av samma sak. 

Redan efter ett år ser vi stora förflyttningar i hur ungdomar ser på möjligheten att engagera sig 

utanför sin lokala 4H-klubb och uppskattar det nya initiativet av riksförbundsstyrelsen att tillåta 

engagemang över regiongränser. Vi ser med spänning på framtiden och hoppas att detta 

kommer fortsätta utvecklas av medlemmarna framöver.
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De senaste åren har en TikTok-grupp inom 4H vuxit fram på Snapchat där medlemmar som är

intresserade av TikTok peppar varandra och diskuterar olika trender de vill lägga upp på 4H:s

nationella TikTok-kanal. Gruppen har fria händer att ladda upp material på kanalen, inom ramen

för Riksförbundets interna regler kring TikTok. Vi tror att vi lättast når ungdomar på TikTok

genom att ungdomar själva får omvärldsbevaka vilka trender som finns och bedöma vilka som

är roliga för 4H att delta i.

För att fortsätta utveckla detta fantastiska engagemang som vuxit fram av unga för unga bjöd

4H in gruppen till en utbildning på Långholmens Hostel i Stockholm för att fördjupa deras

kunskaper inom TikTok. Där deltog en föreläsare från Bright Mind och gruppen valde att starta

en nationell klubb inom 4H, den första i sitt slag, där de kan samla fler medlemmar inom 4H

oavsett vart man bor.

Medlemmar från Halland och Kalmar utgör styrelsen för TikTok Sveriges 4H-

klubb där alla medlemmar är välkomna. Delar av styrelsen ser ni här på bilden.
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Friluftsliv är en viktig del av 4H:s verksamhet. Vi strävar efter att alla ska ha tillgång till det 

svenska friluftslivet, oavsett vem du är eller vart du bor. Därför erbjuder vi platser för friluftsliv, 

naturnära aktiviteter och kunskap kring naturen.

• Stadsnära friluftsliv med våra 4H-gårdar

Vi vill göra friluftslivet tillgängligt för alla, oavsett om du bor i staden eller på landsbygden. Våra 

4H-gårdar är som gröna oaser, där den stressade stadsbon kan njuta av djur och natur mitt i 

vardagen. Gårdarna sänker trösklarna för att delta i friluftslivet och låter fler människor uppleva 

stadsnära grönska.

Visste du att? Grönska i städerna bidrar inte bara till människors välmående, utan även till 

renare luft, ökad biologisk mångfald och minskade effekter av klimatförändringar.

• Praktisk kunskap och naturnära aktiviteter

Våra medlemmar får lära sig om natur och friluftsliv genom att delta i naturnära aktiviteter. Vi 

anordnar löpande olika aktiviteter där våra medlemmar får praktiska kunskaper i naturen, 

såsom att lära sig nyttja de resurser som finns.

• Allemansrätten

4H uppmärksammar allemansrätten och lär ut om våra skyldigheter och rättigheter i naturen. Vi 

har tagit fram eget utbildningsmaterial kring allemansrätten, bland annat vår bok Pim och Pella

som utgjorde temat för årets 4H-dag, lagat mat utomhus med en matvagn och gett 

Kronprinsessan Viktoria möjlighet att förflyttas till en fårhage genom VR.

.
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Under 2022 genomfördes projektet ”Sommarläger på nya platser” med målet att fler barn och 

unga ska vistas utomhus i sitt närområde. Vi ville att dessa barn och unga skulle få upptäcka 

naturen och se möjligheterna i sitt eget bostadsområde. Genom att introducera roliga och enkla 

utomhusaktiviteter ville vi inspirera till minskat stillasittande och fortsatt utomhusvistelse även 

efter ett avslutat sommarläger. 

200 barn deltog på våra sommarläger, många från ekonomiskt utsatta områden. Tack vare att 

lägren var kostnadsfria för alla deltagare och tillgängliga i deras närområde har fler barn och 

unga fått möjlighet att delta på ett sommarläger för första gången. Fler barn har på så vis fått 

möjlighet att uppleva friluftsliv och lära sig om allemansrätten tillsammans med nya vänner på 

sitt sommarlov.

Under 2023 fick vi återigen möjligheten att genomföra sommarläger på nya platser med 

ekonomiskt stöd från Svenskt Friluftsliv. Detta året skulle 4H-klubbar runt om i landet få testa att 

själva arrangera sommarläger enligt det nya konceptet och ge projektet ytterligare spridning i 

landet.

Under lägerdagarna arbetade 4H-klubbarna med att visa att friluftsliv är till för alla och att det 

inte krävs speciell utrustning eller särskilda förutsättningar för att ta del av och lära om vår natur. 

Det tätortsnära och vardagliga friluftslivet går att utföra i mjukisbyxor på skolgården eller i 

skogsdungen bakom lägenhetshusen i centrum.

Projektet resulterade i att barn och unga i Dalarna, Västra Götaland, Skåne, Kalmar, Uppsala, 

Jönköping och Stockholm fick unika upplevelser i naturen. På ett läger lagades pizza över 

öppen eld och ungdomarna arrangerade ett disco mitt i skogen. På ett annat läger fick barnen 

göra egna midsommarkransar samtidigt som deras ledare berättade om vilka blommor man får 

plocka och inte.

Efter två år med projektet ”Sommarläger på nya platser” har ett metodmaterial tagits fram för 

konceptet som nu finns tillgängligt för alla i 4H, genom vår hemsida, fritt att använda som en del 

av sin ordinarie verksamhet.

.

Ängsklockans 4H-klubb har skogsdisco på sitt ”Sommarläger 

på nya platser”
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Vi vill höja kompetensen hos våra ungdomsledare och ideellt engagerade runt om i Sverige,

samt hos vår personal som är förebilder för våra medlemmar. Det har efterfrågats regionala

ledarskapssatsningar som samordnas på nationell nivå. Samverkan och erfarenhetsutbyte

anses vara nyckeln till utveckling. Regionala ledarskapssatsningar gör det dessutom möjligt för

oss att kvalitetssäkra och certifiera hela vår verksamhet och alla våra styrelser. Med avstamp i

denna tydliga efterfrågan från energifulla och drivna ungdomsledare kan vi ta fram ett

utbildningsmaterial som passar in i den digitala världen som vi lärt oss leva i efter corona.

2023 var det andra året av projektet ”4H:s digitala ledarskapssatsning”, finansierat av Svenskt

Friluftsliv. Under året har en ledarutbildning tagits fram; ”Medmänskligt stöd och bemötande” där

projektet möjliggjort för 4H att ta in extern kompetens inom ämnet. Dessutom har fem

friluftsutbildningar tagits fram tillsammans med andra organisationer. ”Säkerhet och

kamraträddning” med Svenska Kanotförbundet, ”Paddlingsteknik” med Svenska

Kanotförbundet, ”Livräddning” med Svenska Livräddningssällskapet, ”Friluftsläger” med Växjö

4H-gård och slutligen ”4H för alla, funktionsnedsättningar, anpassningar och bemötande” med

Funkibator. Dessa utbildningar ska ses som ett komplement till fysisk utbildning lokalt, till

exempel en 4H-klubbs kurs i paddling på ett sommarläger.

.

Bild från utbildningen ”Medmänskligt stöd och bemötande” i Thinkiffic som 89 ledare inom 4H testade 2023.
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Varje år ordnar 4H ett nationellt riksläger. Det är ett arrangemang av ideella för ideella. 

Målgruppen är ungdomar från 14 år och lägerplatsen varierar från år till år mellan olika län. 

Under 2023 gick Sveriges 4H:s riksläger av stapeln i Kronobergs län och under en veckas tid 

samlades medlemmar från hela Sverige för att utmana varandra i tävlingar och umgås över 

åldersgränser.

Runt ett riksläger finns olika typer av ledare.

1. Arrangörsgruppen som ansvarar för arrangemanget.

2. Funktionärer som hjälper till på plats.

3. Länstruppsledare som ansvarar över sin länstrupp

Under åren har ovanstående grupper efterfrågat mer utbildning och genom ett projekt 

finansierat av Stiftelsen Konung Gustafs V:s 90-årsfond har vi under 2022 och 2023 kunnat 

fördjupa oss i detta ytterligare. Hur kan vi bättre rusta våra ledare för ett riksläger så att de 

känner sig förberedda inför, har kontroll under och inte är helt slut efteråt. Vi vill rusta våra 

ledare på ett riksläger på ett bra sätt.

Våren 2023 hölls en utbildning i Kronoberg och under hösten arrangerades ett utbildningstillfälle 

i Stockholm. På utbildningarna har deltagarna fått lära sig om inkluderande ledarskap, HBTQ+ 

och vad det innebär att vara varumärkesbärare på ett riksläger. De har fått diskutera skillnaden 

mellan ledarskap och arrangörskap allmänt och specifikt till ett riksläger.

Slutligen har de fått större förståelse kring riskanalys för arrangemanget och hur de kan 

anpassa informationen men även upplägget på utbildningarna utefter de olika målgrupperna. 

Dessutom har en utvärdering skett med lägerdeltagarna och lägerledningen för att fånga upp 

idéer och förbättringsmöjligheter.

Under 2024 kommer projektet att knyta ihop säcken och vara startskottet för hur vi i framtiden 

ska rusta våra ledare på riksläger på ett ännu bättre sätt.
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Under 2023 har 4H fått möjligheten att med stöd från Svenskt Friluftsliv undersöka hur 4H kan

bli en del av ett hållbart samhälle i stort. Syftet med det treåriga projektet är att sätta riktlinjer för

hur hållbarhetsarbetet ska bedrivas i 4H på ett hållbart sätt i alla led inom organisationen.

Under det första projektåret (2023) har ett arbete genomförts genom två fysiska träffar, en för

ideella i januari och en för anställda i november. Efter feedback från samtal och workshops har

en strategi skapats, som kommer att testas under projektets andra år (2024). Det är viktigt att

tipsen på hållbara arbetssätt i rutinen fungerar i praktiken på såväl en liten 4H-klubb utan några

intäkter som på en 4H-gård eller ett länsförbund som omsätter flera miljoner.

På sikt ska rutinen resultera i en hållbarhetspolicy under projektets tredje år (2025) som leder

oss i arbetet mot ett mer hållbart 4H i alla delar av organisationen.

Citat från en deltagare under "Hållbart engagemang och självledarskap" i januari:

”Var jättebra. Lärde mig mycket nytt”

Citat från en deltagare under en workshop i november:

"På vår djurkurs nyttjar vi resurserna på gården. Exempelvis klipper barnen ull under ett tillfälle,

nästa tillfälle får de tvätta och tvinna ullen, och under tredje tillfället pysslar vi med ullen."

Syftet med projektet ”Ett friluftsliv nära dig” är att vända den nedåtgående trenden och skapa en

hållbar tillväxt av klubbar på landsbygden och på så vis både främja ett aktivt friluftsliv och en

god landsbygdsutveckling.

Under första projektåret (2022) togs en strategi för hållbar tillväxt av klubbar fram genom dialog

och besök tillsammans med Hallands 4H. Under andra projektåret (2023) har strategin testas i

Skånes 4H med stor framgång.

Nytt engagemang har fått växa samt äldre klubbar har kommit igång med årsmöte och annan

verksamhet som legat vilande i flera år. Dessutom har input från Jönköpings 4H bidragit till att vi

fått en god bild av vilka områden inom strategin som fungerar i praktiken och vilken fortbildning

som skulle krävas nationellt för att få ännu bättre resultat.

Vi har idag ett uppdaterat material och tar kontinuerligt in feedback på den nya strategin som

ska spridas nationellt under det tredje året (2024). Det ser vi fram emot med spänning och stor

förväntan!
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Bok 2 om Pim & Pella och allemansrätten handlar om de delar av allemansrätten som inte fick

plats i den första boken. I denna bok tar Pim och Pella cyklarna till stranden för att möta Pims

4H-ledare Sara. Tillsammans planerar de att ge sig ut och paddla. Men får de ta genvägar

genom andra människors tomter för att nå stranden snabbare? Är de tillåtna att plocka vilka

blommor de vill? Kan de gå i land på alla öar i sjön?

Genom Pim och Pellas äventyr får läsaren en djupare förståelse för allemansrätten. Som ett

komplement till boken finns även en animerad film tillgänglig på Youtube. På Pim och Pellas

webbplats erbjuds pedagogiskt material som kan användas i 4H-klubbar eller skolor.

Boken har tryckts i 1000 exemplar och distribuerats till klubbar som anmält sitt intresse inför 4H-

dagen. Den delades ut kostnadsfritt till besökarna.

Projektet har projektletts av Sveriges 4H och genomförts i samarbete med Studiefrämjandet

Småland-Öland.
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I projektet "4H:s matresa; Äta ute" anordnas aktiviteter kring matlagning samtidigt som frågor

lyfts kring allemansrätt och nedskräpning. Vi vill utmana bilden av var man kan laga mat och

uppmuntra barn och ungdomar till att laga mat tillsammans utomhus. Detta för att motverka

dålig självkänsla, depression och låga förhoppningar om framtiden som unga i utanförskap

känner.

Under andra projektåret, 2023, har Hallands län rest tillsammans med ideella ledare till 15 nya

platser i olika län. På dessa platser har nya deltagare fått laga mat utomhus med hjälp av

vagnen och lärt sig om allemansrätten och nedskräpning. Feedbacken som vi har fått har varit

mycket positiv och mycket tack vare att konceptet har anpassats utifrån deras förutsättningar.

Dessutom togs en utbildning fram som ska göra det enkelt för nya personer att använda

matvagnen. En målgruppsanpassad utbildning i form av en informativ och underhållande film

har tagits fram. Filmen gör lärandet om prototypens funktioner enkelt och roligt.

Projektet har resulterat i en tydlig trend där flera klubbledare inspirerade av matresan har

organiserat matlagningsaktiviteter för klubbens medlemmar. Det visar att matreseprojektet

sprider kunskap om utomhusmatlagning och gör det mer tillgängligt för unga. Slutligen har

projektet försett 4H med värdefullt metodmaterial, vilket hjälper klubbar och länsförbund att nå

nya platser och utvidga sin målgrupp.
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Med stöd av Demokratifonden kunde sex stycken 4H-gårdar vara med och testa projektet 

”Klubb på gård” där en ny 4H-klubb skulle startas på varje gård. Syftet var att ge barn och 

ungdomar förståelse för att man även som ung har en röst och möjlighet att påverka och 

förändra, både i den egna organisationen men även i samhället i stort och det fanns en 

förhoppning om att projektet på sikt kan öppna dörren till mer mångfald i organisationen, där fler 

unga vågar ta plats och startar sina egna 4H-klubbar.

Berättelser från deltagare:

Person 1, Ordförande BUSA:

“Förut var BUSA en sektion av Naturhjältarnas 4H. Vi tyckte det verkade roligt att starta upp 

igen för att kunna hålla egna aktiviteter. Det innebar mer bidrag och större möjlighet till fler och 

roligare aktiviteter vilket jag tyckte lät bra och roligt.”

Person 2, Aktivitetsledare BUSA: 

“Jag har anordnat en del aktiviteter förut (innan BUSA blev en förening) och har alltid tyckt att 

det är väldigt roligt. Just den här aktiviteten har jag längtat efter att få göra väldigt länge så det 

var jättekul att äntligen få genomföra den. Vi har inte haft en liknande aktivitet förut så det 

krävdes en hel del jobb men det var så värt det när man såg hur roligt deltagarna hade. En 

annan anledning till varför jag ville göra det är för att jag vet hur viktigt det är för barn och unga 

att få gå på aktiviteter och känna gemenskap, så jag vill gärna ge vidare det till så många som 

möjligt. 

Under projektet har jag fått större förståelse för hur en klubb fungerar. Även om jag har varit 

med i 4H länge så förstår man allt bättre när man startar en egen klubb. Att anordna egna 

aktiviteter har lärt mig att ta ansvar och lägga upp en planering, vilket inte alltid är så lätt.”

Person 3, Ordförande Getklubben: 

“Jag valde att starta Getklubben för att vi länge har hållit på med getterna men inte haft 

möjlighet eller varit kunniga om hur man startar en klubb. Men med hjälp av all bra info om hur 

man gör så var de självklart att vi ville göra vårt getgäng till en klubb, det var superkul och 

lärorikt.

Jag lärde mig en massa bra. Som att exempelvis hur det går till att starta en klubb och hur man 

gör en rolig aktivitet. Mina tips till andra ungdomar i 4H som också vill starta en 4H-klubb på sin 

4H-gård är att helt enkelt göra det! Det är så kul och mysigt att få vara med och starta upp en ny 

klubb. Men kom ihåg att vara kreativa och komma på massa roligare aktiviteter som man kan 

göra i klubben."

Detta projekt har gett ungdomar mellan 11-14 år ett större självförtroende. De klarar av att ha en 

klubb själva! De kan ordna aktiviteter själva! Detta är bara början på allt som ungdomarna 

kommer att få lära sig. De kommer arrangera fler aktiviteter, hålla i sitt eget årsmöte och så 

vidare. Vi tror och hoppas att dessa ungdomar i framtiden skickar in ett medborgarförslag till 

kommunen, hamnar i gårdens styrelse och skickar in motioner till Riksförbundet Sveriges 4H.
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Aktiviteter av Stallisklubben på Odenslunds 4H-gård
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En stor del av vår verksamhet sker på våra 4H- gårdar ute i landet där barn och unga har 

ett andra hem och får lära sig om djur, kultur och ledarskap. 4H- gården är även uppskattad 

mötesplats för både föreningar och besökare.

Vi har även klubbverksamhet som inte finns på våra gårdar, bland annat friluftsliv, 4H- företag, 

eller andra mötesplatser tex på bygdegårdar. Medlemmarna har även valt att bygga 

broar genom att starta upp digitala klubbar

Vi är en bra demokratiskola där barn får en grund i hur man startar upp en förening och hur man 

kan påverka den, men även hur man kan påverka inom sitt län och på Riksförbundet. Genom 

vår breda verksamhet vill vi vara en trygg plats för barn och unga året runt med både 

lägerverksamhet och aktiviteter i både klubbar och på gårdar. 

I 4H drivs vi av att barn och unga tidigt ska lära sig om föreningsdemokratiska processer samt 

att förstå hur viktigt det är att vara en bra ledare och förebild för att kunna lära det vidare. 
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Arbetet med att kvalitetssäkra våra 4H-gårdar har fortsatt under året och stort fokus har legat på 

att utvärdera befintliga grundkrav. Grundkraven vi lutat oss mot under de senaste åren 

beslutades för många år sedan och behövde uppdateras för att stämma överens med den nya 

strategin och andra policydokument. Alla gårdar har haft möjlighet att bidra med sina åsikter 

angående de befintliga grundkraven i samband med utvecklingen av de nya kraven. Parallellt 

med arbetet med de nya grundkraven har vi också tagit fram en djurhållningspolicy. Detta är ett 

betydelsefullt steg för att fortsätta att förbättra våra 4H-gårdar och upprätthålla en hög standard 

över hela landet.

Tack vare våra engagerade medarbetare och ideella medlemmar har 4H kunnat ge ukrainska 

flyktingar en dag på 4H-gården helt kostnadsfritt. Barnfamiljer har fått testa på att åka häst och 

vagn, rida käpphäst, träffa gårdens djur, dricka glögg och äta pepparkakor.

Tack till:

• Eolshälls 4H-gård, Stockholm

• Gränby 4H-gård, Uppsala

• Karlstad 4H, Karlstad

• Klockaregårdens 4H, Tanumshede

• Kättilsröd 4H-gård, Göteborg

• Odenslunds 4H, Borås

• Tolsereds 4H-gård, Göteborg

• Tranås 4H, Tranås

• Tånga Heds 4H- gård, Vårgårda

• Vallentuna 4H, Stockholm

• Växjö 4H-gård, Växjö

• Hallands 4H

• Uppsala 4H

• Kronobergs läns 4H

Vi vill också tacka Svenskt Friluftsliv och Åhlén-stiftelsen som gjort detta möjligt genom att 

öppna upp för projekt med fokus på ukrainska flyktingar. Ni gör skillnad!
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Vilma, 15 år, Emilia, 16 år, och Alice, 15 år, från Tånga Heds 4H- gård i Västra Götaland 

startade en egen 4H-klubb under Nationella Konferensen. Idén till klubben kom till eftersom de 

vill kunna söka pengar till olika hinder och utrustning till hästarna på gården, på ett enklare 

sätt. Klubben fick namnet Granspirans 4H-klubb, efter en mycket ovanlig växt som finns i 

Tånga-området och i den ska de ägna sig åt bruksridning, brukskörning och ha 

medlemskvällar.

Detta säger tjejerna om hur det var att starta en egen klubb:

"Det var jättelätt och jättekul och lärorikt att starta en ny klubb! Man kan skapa en egen klubb för 

att det är roligt och man kan komma ännu närmre sina kompisar! Det bästa med att ha en egen 

klubb är att träffas och ha roligt!"

I mars blev Skogsgläntans 4H kontaktade av kommunen, som berättade att det

skulle komma flera bussar med asylsökande från Ukraina som skulle bo på

den närliggande campingen. Kommunen frågade om Skogsgläntans 4H kunde

hålla i en aktivitet för asylsökande några dagar efter deras ankomst.

Skogsgläntans 4H satte genast igång och tittade på olika aktiviteter. De hörde

av sig till lokala aktörer och privatpersoner och fick ett väldigt positivt gensvar.

Både mat och fika ordnades till alla besökare med bara någon dags varsel. Ett

stort gäng barn och mammor från Ukraina fick ta del av gemenskapen på 4H.

De fick delta i roliga aktiviteter, prata, umgås och träffa djur.

“Att få se hur lyckliga barnen blev och tårarna i ögonen på deras mammor

berörde en hårt”, uppger en av Skogsgläntans organisatörer. Sedan öppet hus

på Skogsgläntans 4H har det redan arrangerats flera träffar där barnen från

Ukraina deltagit i olika aktiviteter på gården.
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Ett projekt skapat och genomfört av Hallands 4H, Kronobergs 4H, Västra Götalands 4H och 

Jönköpings 4H.

Vi skapade inte bara en otrolig gemenskap mellan ledarna utan fick också möjlighet att visa hur 

kul man har det på 4H en helg. På lördagskvällen var det ringdans till "Oh Susanna", musikquiz, 

line dance och massa kortspel.

Under den gemensamma lägerledartutbildningen utbildades ledare från fyra olika län inom:

• Vad är 4H? Att vara varumärkesbärare. 

Vår vision, hur jobbar vi för att nå den på läger? Din roll som ledare, att vara en god förebild. 

Vikten av att vara neutralt klädd och inte uttrycka några åsikter om politik, religion, alkohol, 

nikotin eller droger på 4H- läger. Vikten av att tänka på att 4H är en religiöst och partipolitiskt 

obunden organisation där alla är välkomna.

• Aktivitetstips – tanken bakom lekar

Hur inkluderar vi alla i lekarna? Tips på namnlekar att göra första dagen. Många bra tips på 

lekar där man inte måste springa och som inte behöver någon vinnare.

• Konflikthantering (med Studiefrämjandet)

Vad finns det för olika konflikter och hur hanterar vi dem på bästa sätt? Konflikt mellan ledare 

och deltagare, vårdnadshavare och ledare eller deltagare och deltagare? Vad är viktigt att tänka 

på och vad är din roll som ledare?

• Första hjälpen med en brandman

Stora och små sår. Epilepsi, astma, allergiska reaktioner, baskunskaper om hjärt- och 

lungräddning på barn.

• Läger för alla - att jobba med barn med NPF (med Attention Jönköping)

Vad finns de för olika NPF- diagnoser? Vad finns det för styrkor och svagheter och hur hanterar 

vi som lägerledare det på bästa sätt? Olika situationer på läger och hur dessa kan uppfattas ur 

olika perspektiv. Hur kan vi anpassa oss och lägren så de blir mer inbjudande för alla?

• Egentid med länet - lägerkoncept, lön, avtal osv.

Här fanns det tid för att sitta ner med sina egna lägerledare och prata om hur en vanlig dag ser 

ut på just våra läger. Hur ser schemat ut för deltagare och vad förväntas hända en dag på 

läger? Ansvarsfördelning på plats och schema men även om lön och kontrakt.

• Trygga möten (med Scouterna)

En omfattande utbildning för att förhindra otrygghet på läger. Upplyser oss inom ämnena 

sexuella trakasserier, kränkningar, maktmissbruk och mycket mer. ”En kram ska alltid komma 

från deltagaren” med mera.

• Mathygien, smittskydd och allergier

Vad är viktigt att tänka på när man lagar mat utomhus och med en matgrupp. Rengöring av kök 

och vikten av renlighet vid matlagning. Olika allergier och vad som viktigt att tänka på.
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Sedan 2017 har Tånga Heds 4H-gård arrangerat "Alla barns dag" den sista lördagen i april.

Detta är en dag med gratis aktiviteter för alla barn som besöker gården som startades för att 

alla, verkligen alla, familjer ska kunna besöka oss och inte behöva säga nej till sina barn. 

Under dagen erbjuds bland annat gratis ansiktsmålning, fiskedamm, ponnyridning m.m. 

Evenemanget är Tånga Heds mest besökta under året, med flera hundra besökare varje år, där 

det även servars våfflor, fika och korv med bröd.
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Under ledarlägret på Jägaregap i Växjö välkomnades deltagarna varmt till en helg fylld med 

äventyr och lärande. Planerat och organiserat av elever från Turism- och Äventyrsprogrammet 

på Grimslövs folkhögskola tillsammans med personal från Växjö 4H-gård, var detta en möjlighet 

att utveckla ledarskapsförmågor och samarbetsförmåga i en naturskön miljö.

Lägret anordnades den 13-14 maj 2023 och startade kl. 09.00 på lördagen från Rastplatsen vid 

Jägaregap i Helgö naturreservat i Växjö. Ledarna för helgen var Lina, Annika, Tindra, Amanda 

och Sofi. Lördagen började med en varm välkomsthälsning och en fruktfika. Därefter gav 

deltagarna sig ut på en vandring som pågick fram till lunchtid där de fick lösa många olika 

samarbetsövningar. Eftermiddagen bjöd på ytterligare fika och för de som ville fanns 

möjligheten att delta i Pride-tåget. Därefter var det dags att tillsammans bygga upp lägerplatsen 

och sätta upp tälten. Middagen, bestående av hamburgare, serverades kl. 18. Därefter var det 

förberedelser för natten som gällde.

Söndagen började tidigt med att deltagarna väcktes kl. 07.15 följt av en gemensam frukost. 

Därefter åkte deltagarna till idrottshuset i Växjö för att klättra. Lägret avslutades med en enkel 

lunch och deltagarna tilldelades ledarbrickor för genomförd kurs.

Sedan 2015 har det varit tradition att ha äggjakt på Skälby 4H vid påsk. Äggjakten är från början 

en idé för att klubben ska kunna få in pengar till föreningen på ett enkelt sätt. Samtidigt blir det 

ett roligt sätt att få nya besökare till gården och visa andra delar av verksamheten. 

2023 var det över 290 deltagare som kom på Tokige Tures äggjakt på Skälby 4H, trots det 

dåliga vädret. Fantastiskt! Tack vare ett 30-tal volontärer från föreningen, både medlemmar och 

föräldrar blev dagen helt perfekt.
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Stora Skuggans 4H-gård har en lång tradition i att utbilda ungdomarna på gården inom 

mjölkning. Gården har kor av rasen Fjällnära som mjölkas in efter första kalvningen. Rasen 

räknas som en hushållsko och ska vara lätta att hantera, goda mödrar, kunna ge mjölk både till 

kalven och till hushållet och föda sig på magert foder.

För att få ta mjölkningskörkort/certifikat behöver man vara minst 14 år gammal och vara 

intresserad av kor. Att kunna handmjölka en ko kräver mycket träning och teknik men också att 

man är lugn så att kon släpper ned mjölken. Utbildningen är dels en föreläsning och sedan får 

man material att självständigt plugga in samt praktiskt förbereda och träna på att mjölka och 

slutligen ta tillvara på mjölken och lära sig om pastörisering.

Materialet innehåller

· Brunst och dräktighet

· Sinläggning

· Digivning

· Förberedelser

· Kontrollmjölkning

· Pastörisering

· Risker och juverproblematik

När man känner att man bemästrar alla delar så får man mjölka upp. Det är ett teoretiskt prov 

samt praktiska moment, från att ta in kon i stallet, förbereda för mjölkning, mjölka tom och sedan 

pastörisera och tappa upp mjölken på flaska.

2023 var det två ungdomar som lyckades med att ta mjölkningskörkort/certifikat, Selma 

Brolinson och Isabella Leksell. GRATTIS!
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Den 30 augusti 2023 var Kronprinsessan Victoria på fältbesök hos Vallentuna 4H-gård för att 

titta på gårdens arbete med vassensilage som djurfoder.

Vassensilage bidrar till att minska övergödning i Östersjön och tar till vara på vassen, som 

fungerar jättefint som foder för lättfödda lantraser. H är en av våra gårdar som testar metoden i 

år. Kronprinsessan fick dessutom mata grisarVallentuna 4na, fåren och några hästar med årets 
vassensilage! 

Arbetet med vassensilage görs inom ett forskningsprojekt vid SLU i samarbete med Race for 

the Baltic och Sjöutsikt Sverige.
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Den 16 september firades 4H-dagen runt om i landet, med en massa roliga aktiviteter på våra 

gårdar och klubbar. 

Till exempel anordnade Växjö 4H ponnyridning och skattjakt. Hos Stora Skuggan i Stockholm 

arrangerades bland annat loppis med hästutrustning. Ersboda 4H i Rönninge bjöd in till 

klapphage med får och getter.

Detta är bara några exempel på de aktiviteter som anordnades – engagemanget kring 4H-

dagen runt om i landet var mycket stort!

I oktober fick Uppsala läns 4H medel för att starta upp en ny 4H-gård i södra Uppsala.

Det är Uppsala kommun som finansierar gården, som blir den tredje i kommunen. Gården ska 

upprättas på den kulturhistoriska platsen Linnés Sävja, som ägdes av Carl Von Linné på 1700-

talet.

Gården kommer att ge fler unga möjligheten att starta och driva sina egna 4H-klubbar, där de 

lär sig om demokrati och föreningsliv. Och inte nog med det - 4H-gården kommer också att 

erbjuda öppen besöksverksamhet, så att alla Uppsalabor kan njuta av stadsnära friluftsliv.
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- Kansliet deltog i tankesmedjan för 

friluftsliv arrangerat av Naturvårdsverket.

- Riksförbundet har deltagit i LSU:s 

årsmöte.

- Riksförbundet deltog i Almedalen 

tillsammans med Svenskt Friluftsliv.

- Kansliet har deltagit i MUCF:s årliga 

kunskapskonferens.

- Riksförbundet skickade en representant 

till NordUngs årsmöte.

- Riksförbundet skickade en representant 

till EFCF:s årsmöte.

- Sveriges 4H:s representant blev invald i 

RYE:s styrelse.

- Riksförbundet deltog på Nordiskt 4H 

möte.

- Riksförbundet har haft en representant i 

styrelsen för Svenskt Friluftsliv.

- 4H representerade Riksdagen på 

Genreation Peps rapportsläpp.

- 4H representerades i regeringskansliet i 

samband med frilutsnätverket.

- 4H representerades på MUCF:s

dialogmöte om fritidskortet.

- 4H deltog på NOD:s dialogmöte om 

fritidskortet. 

- 4H representerades under Generation 

Peps promenad på Allemansrättens dag 

tillsammans med Kronprinsessan 

Viktoria och Prins Daniel. 
54
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-Riksförbundets kansli ligger i en gul fastighet i Katrineholm som samägs mellan 4H,

Jordbrukare Ungdomens Förbund och Förbundet Skog och Ungdom, där 4H ansvarar för

löpande fastighetsförvaltning. Kanslihuset innehåller kontorslokaler för de tre förbunden och

permanenta hyresgäster är även Familjehemmens Riksförbund. I huset finns bra faciliteter för

konferenser genom två konferensrum och möjlighet till övernattning med 16 bäddar.

Rikskansliet används av 4H:s Riksförbundsstyrelse, verksamhetsgrupper samt av de andra

hyresgästerna och även för ledaraktiviteter.

Under året har arbetet fortsatt att genomföras delvis digitalt, vilket möjliggjort ett geografiskt

utspritt team. Löneservice i Uppsala, vaktmästeri, administration och ekonomi i Katrineholm,

verksamhetsutveckling, projektledning, administration och kommunikation i Stockholm.

-

Under 2023 har ett omfattande utvecklingsarbete genomsyrat Kansliets arbete. Vi har drivit

utvecklingsprojekt som grundas i verksamheternas ideér och önskemål. Detta har vi gjort i

samarbete med länsförbund och klubbar. Stort TACK till er som varit med och drivit detta viktiga

arbete! Vi är även glada över att ha möjliggjort ett flertal internationella utbyten.

En satsning under 2023 var att tillsätta en projektchef som både ansvarade för riksprojekten,

men som även har kunnat ge support till klubbar och län/regioner i projektansökningar. Det har

varit ett uppskattat initiativ och vi är glada över att kunnat hjälpa till med detta specialområde

under året.

Kansliet har anordnat två arbetskonferenser för kansliets personal och anställda med

regionsansvar och projektledning av Riksförbundets projekt. Till vårens arbetskonferens

välkomnade Skåne oss till Hörby och på höstens arbetskonferens bjöds vi in till Gränby 4H och

Uppsala läns 4H. Det är på dessa träffar som vi kan fånga upp vilka behov som finns i klubbar,

kretsar och länsförbund/regioner och dessutom arbeta tillsammans med att hitta lösningar.

Tack till er i Riksgruppen. Ni gör ett viktigt utvecklingsarbete!

Ett stort arbete med systemförvaltning har fortsatt och ett flertal förbättringsfunktioner i

medlemssystemet Antribe har genomförts under året.

Övriga samarbeten:

· Kansliet deltog i tankesmedjan för friluftsliv arrangerat av Naturvårdsverket.

· Kansliet har deltagit i MUCF:s årliga kunskapskonferens.
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Rikskonferens på Gränby 4H-gård, september 2023.

Medverkande bakre raden från vänster: Sofia Ek, Emelie Schlyter, Maria Jansson, Linn Henningsson, Isabelle Hall-

Wilkens, Ellen Johansson Wiss, Malin Widell, Per Norrman, Per Carlsson

Medverkande mittenraden från vänster: Elin Niklasson (Riksförbundets ordförande), Miranda Dahlgren, Karin 

Jonsson

Medverkande nedre raden från vänster: Karin Nennerfelt, Bodil Åström, Kristin Eriksson
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Sveriges 4H:s styrelse har under 2023 arbetat med stor hängivenhet och engagemang för att 

stödja och främja ungdomsorganisationens verksamhet. En väsentlig del av styrelsens arbete 

har handlat om att leda arbetet med att bana väg för 4H:s nyantagna strategi och 

verksamhetsplan. Detta arbete har gjorts tillsammans med ideella och anställda. En av de 

centrala uppgifterna för styrelsen har varit att säkerställa att rätt förutsättningar finns för 

verksamheten för att framtidssäkra 4H.

Styrelsen har också varit engagerad i att utveckla och upprätthålla relationer med olika 

samarbetspartners och intressenter. Genom att delta i möten, förhandlingar och 

nätverksaktiviteter har styrelsen arbetat för att skapa och stärka strategiska partnerskap. Dessa 

partnerskap har varit avgörande för att kunna erbjuda en bredd av aktiviteter och resurser till 

medlemmarna samt för att främja organisationens mål och värderingar.

För att säkerställa en smidig drift och hantering av organisationens resurser har styrelsen även 

arbetat med ekonomisk förvaltning och rapportering.

Sammanfattningsvis har Sveriges 4H:s styrelse under 2023 spelat en viktig roll tillsammans 

med medlemmar och anställda att skapa förutsättningar för att 4H fortsätter att vara en 

meningsfull och givande plattform för unga människor att växa och utvecklas i.
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Bodil Åström - Generalsekreterare

Malin Widell - Projektchef

Maria Jansson - Föreningsadministratör 50%

Emelie Schlyter - Projektledare och Kommunikatör, 25% från 2023-08-01

Miranda Dahlgren - Kommunikatör 60% 2023-09-01—2023-12-31

Johan Sterner - Pedagog 2023-10-01—2023-12-31

Karin Jonsson - Vaktmästare 50%

Kristin Eriksson - Redovisningsekonom 80%

Linn Henningson - Löneadministratör

Inka Sandelius - Löneassistent 75%

Isabelle Hall-Wilkens - Verksamhetsutvecklare och föreningsadministratör 20% del av året

Sofia Lindwall Ek – Regionkonsulent

Ellen Johansson Wiss – Regionkonsulent

Antonia Mossberg - Regionkonsulent
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■ Medlemmar 0-5 år 7%

■ Medlemmar 6-25 år 82%

■ Medlemmar 26+ år 11%

■ Annat 1%

■ Män 21%

■ Kvinnor 78%
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Län Medlemmar 2022 Medlemmar 2023

Stockholm 4 461 4 191

Uppsala 1 012 1 000

Västra Götaland 1 041 989

Halland 802 722

Skåne 535 568

Jönköping 349 427

Kronoberg 537 401

Västerbotten 267 339

Kalmar 211 265

Värmland 225 204

Gävleborg 176 174

Södermanland 148 148

Östergötland 147 88

Digitalt län 0 69

Norrbotten 30 40

Dalarna 17 34

Gotland 21 27

Örebro 13 8

Jämtland 5 0

Blekinge 2 0

SUMMA 9 999 9 693
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Resultat 2023 Resultat 2022

Intäkter

Medlemsavgifter 1 843 436 1 847 246

Bidrag och gåvor 8 843 767 7 229 553

Kansli och personal 3 207 547 3 984 479

Verksamhet 34 500 50 400

Övriga intäkter 94 863 130 016

Summa intäkter 14 024 113 13 241 694

Kostnader

Verksamhet och 
projekt

-6 557 863 -3 948 655

Administration -1 775 546 -1 969 801

Personal -4 929 553 -7 094 718

Räntenetto 182 892 24 227

Summa kostnader -13 080 069 -12 988 947

Resultat 944 043 252 748
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Ing balans Period Utg balans

TILLGÅNGAR
Anläggningstillgångar
Materiella anläggningstillgångar 200 000 0 200 000
Finansiella anläggningstillgångar 33 046 -38 788 -5 742
Anläggningstillgångar 233 046 -38 788 194 258

Omsättningstillgångar
Varulager m.m. 5 663 0 5 663
Kortfristiga fordringar 436 719 417 391 854 110
Kassa och bank 7 630 346 -754 918 6 875 428
Omsättningstillgångar 8 072 728 -337 527 7 735 201

SUMMA TILLGÅNGAR 8 305 774 -376 314 7 929 459

EGET KAPITAL, AVSÄTTNINGAR OCH 
SKULDER
Eget kapital -1 179 276 -944 043 -2 123 320
Obeskattade reserver -1 456 480 -62 575 -1 519 055
Avsättningar 0 -688 997 -688 997
Kortfristiga skulder -5 670 018 2 071 929 -3 598 088

SUMMA EGET KAPITAL, AVSÄTTNINGAR OCH 
SKULDER

-8 305 774 376 314 -7 929 459
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e

Styrelse

Ordförande: Elin Niklasson

Vice Ordförande: Olof Segevall

2:e Vice ordförande: Erik 

Johansson

Ledamot: Isabelle Hall – Wilkens 

(facklig representant)

Ledamot: Filip Carlsson

Ledamot: Lukas Johansson

1:e Suppleant: Alva Gustafsson

2:e Suppleant Ella Nyström

3:e Suppleant: Anders Möllstam

4:e Suppleant: Michael Carlqvist

Adjungerad: Bodil Åström, 

Generalsekreterare

Verkställande utskott

Elin Niklasson

Olof Segevall

Erik Johansson

Adjungerad: Bodil Åström, 

Generalsekreterare

Auktoriserad revisor

Gunnar Johansen, med personlig 

suppleant Johan Rudengren

Revisorer 

Björn Johansson, Revisor med 

personlig suppleant Henric Nilsson 

Christer Gustavsson, Revisor med 

personlig suppleant Tina Fritzon 

Valberedning 

Erik Inghammar (sammankallande) 

Nicole Hedenborg

Javeed Javeedan 

Hedda Sandelius

Gustav Persson 

Nationella Konferensen 

Linn Henningson 

Sofia Jantén 

Ellen Svensson

Daniel Sjöberg

Hanna Åström Nilsson

Kommunikationsgruppen 

Hampus Brink 

Elin Weiring

Olof Segevall
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Riksförbundet Sveriges 4H:s styrelse vill tacka alla medlemmar, ideella ledare, 

förtroendevalda, föräldrar, anställda och andra samarbetspartners som under 2023 

möjliggjort att vi kan fortsätta bedriva 4H-verksamhet och utveckling för alla barn 

och unga. 

Verksamhetsberättelsen intygas av ordinarie ledamöter i riksförbundsstyrelsen. 

Elin Niklasson 

ORDFÖRANDE

Olof Segevall

VICE ORDFÖRANDE
Erik Johansson

2:E VICE ORDFÖRANDE

Lukas Johansson

LEDAMOT

Isabelle Hall Wilkens

LEDAMOT

Filip Carlsson

LEDAMOT

65

Transaktion 09222115557526957661 Signerat OS, EN, EJ, FC, LJ, IHW



Transaktion 09222115557526957661 Signerat OS, EN, EJ, FC, LJ, IHW



Verifikat
Transaktion 09222115557526957661

Dokument

Verksamhetsberättelse 2023
Huvuddokument
66 sidor
Startades 2024-09-14 15:25:03 CEST (+0200) av Olof 
Segevall (OS)
Färdigställt 2024-09-16 19:58:00 CEST (+0200)

Signerare

Olof Segevall (OS)
4H
olof.segevall@4h.se
+460722078054

Signerade 2024-09-14 15:29:35 CEST (+0200)

Elin Niklasson (EN)
elin.niklasson@4h.se

Signerade 2024-09-15 16:25:51 CEST (+0200)

Erik Johansson (EJ)
erik.johansson@4h.se

Signerade 2024-09-14 17:05:33 CEST (+0200)

Filip Carlsson (FC)
filip.carlsson@4h.se

Signerade 2024-09-15 13:36:10 CEST (+0200)

1/2



Lukas Johansson (LJ)
lukas.johansson@4h.se

Signerade 2024-09-16 19:58:00 CEST (+0200)

Isabelle Hall Wilkens (IHW)
isabelle.hall@4h.se

Signerade 2024-09-14 20:26:13 CEST (+0200)

Detta verifikat är utfärdat av Scrive. Information i kursiv stil är säkert verifierad av Scrive. Se de dolda 
bilagorna för mer information/bevis om detta dokument. Använd en PDF-läsare som t ex Adobe Reader 
som kan visa dolda bilagor för att se bilagorna. Observera att om dokumentet skrivs ut kan inte 
integriteten i papperskopian bevisas enligt nedan och att en vanlig papperutskrift saknar innehållet i de 
dolda bilagorna. Den digitala signaturen (elektroniska förseglingen) säkerställer att integriteten av detta 
dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. För er 
bekvämlighet tillhandahåller Scrive även en tjänst för att kontrollera dokumentets integritet automatiskt 
på: https://scrive.com/verify

Verifikat
Transaktion 09222115557526957661

2/2



Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      85.230.193.70

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Olof Segevall (OS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-12-13 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elin.niklasson@4h.se) to Elin Niklasson (EN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erik.johansson@4h.se) to Erik Johansson (EJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (filip.carlsson@4h.se) to Filip Carlsson (FC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lukas.johansson@4h.se) to Lukas Johansson (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-09-14 13:25:03.354684 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (isabelle.hall@4h.se) to Isabelle Hall Wilkens (IHW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-09-14 13:25:06.187096 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Olof Segevall (OS) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:06.203278 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elin Niklasson (EN) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:06.219088 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lukas Johansson (LJ) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:12.051644 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Johansson (EJ) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:12.069601 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Filip Carlsson (FC) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:12.086377 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Isabelle Hall Wilkens (IHW) was delivered.

      


    

  



  

  

    		2024-09-14 13:25:31.005439 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      85.230.193.70

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36

      

    

    		

      

        The party Olof Segevall (OS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-14 13:25:42.05385 UTC ±5 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johansson@4h.se was opened.

      


    

  



  

  

    		2024-09-14 13:29:35.146297 UTC ±6 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      85.230.193.70

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Olof Segevall (OS) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		1		0.761		0.348



 

      


    

  



  

  

    		2024-09-14 13:29:35.146297 UTC ±6 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      85.230.193.70

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Olof Segevall (OS) signed in the signature box “signature 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		65		0.390		0.479



 

      


    

  



  

  

    		2024-09-14 13:29:35.146297 UTC ±6 ms

    		2024-09-14 12:56:13.588049 UTC

    		

      85.230.193.70

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Olof Segevall (OS) signed the document.

      


    

  



  

  

    		2024-09-14 15:01:10.485031 UTC ±2 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      80.216.23.223

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Erik Johansson (EJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-14 15:01:15.457946 UTC ±2 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik.johansson@4h.se was opened.

      


    

  



  

  

    		2024-09-14 15:04:04.479817 UTC ±3 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      80.216.23.223

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Erik Johansson (EJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-14 15:05:33.011344 UTC ±3 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      80.216.23.223

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Erik Johansson (EJ) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		65		0.681		0.479



 

      


    

  



  

  

    		2024-09-14 15:05:33.011344 UTC ±3 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      80.216.23.223

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Erik Johansson (EJ) signed the document.

      


    

  



  

  

    		2024-09-14 15:47:11.132709 UTC ±11 ms

    		2024-09-14 14:56:19.267186 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to olof.segevall@4h.se was opened.

      


    

  



  

  

    		2024-09-14 17:02:44.904611 UTC ±3 ms

    		2024-09-14 16:56:23.478099 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to elin.niklasson@4h.se was opened.

      


    

  



  

  

    		2024-09-14 18:20:31.681125 UTC ±6 ms

    		2024-09-14 17:56:26.611393 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to isabelle.hall@4h.se was opened.

      


    

  



  

  

    		2024-09-14 18:20:34.950518 UTC ±6 ms

    		2024-09-14 17:56:26.611393 UTC

    		

      217.10.122.102

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Isabelle Hall Wilkens (IHW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-14 18:26:13.014568 UTC ±7 ms

    		2024-09-14 17:56:26.611393 UTC

    		

      217.10.122.102

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Isabelle Hall Wilkens (IHW) signed in the signature box “signature 1”.
[image: signature]Pt ot







The box’s placement in the Main Document:		Page		X		Y

		65		0.670		0.638



 

      


    

  



  

  

    		2024-09-14 18:26:13.014568 UTC ±7 ms

    		2024-09-14 17:56:26.611393 UTC

    		

      217.10.122.102

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Isabelle Hall Wilkens (IHW) signed the document.

      


    

  



  

  

    		2024-09-15 11:35:20.990762 UTC ±7 ms

    		2024-09-15 10:57:05.960284 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to filip.carlsson@4h.se was opened.

      


    

  



  

  

    		2024-09-15 11:35:21.195838 UTC ±7 ms

    		2024-09-15 10:57:05.960284 UTC

    		

      94.234.113.57

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/128.0.2739.72 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Filip Carlsson (FC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-15 11:36:10.64383 UTC ±7 ms

    		2024-09-15 10:57:05.960284 UTC

    		

      94.234.113.57

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/128.0.2739.72 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Filip Carlsson (FC) signed in the signature box “signature 1”.
[image: signature]Fitip Cantason







The box’s placement in the Main Document:		Page		X		Y

		65		0.115		0.643



 

      


    

  



  

  

    		2024-09-15 11:36:10.64383 UTC ±7 ms

    		2024-09-15 10:57:05.960284 UTC

    		

      94.234.113.57

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/128.0.2739.72 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Filip Carlsson (FC) signed the document.

      


    

  



  

  

    		2024-09-15 14:22:57.407316 UTC ±10 ms

    		2024-09-15 13:57:12.776888 UTC

    		

      147.28.70.203

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Elin Niklasson (EN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-15 14:25:51.773631 UTC ±11 ms

    		2024-09-15 13:57:12.776888 UTC

    		

      147.28.70.203

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Elin Niklasson (EN) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		65		0.121		0.476



 

      


    

  



  

  

    		2024-09-15 14:25:51.773631 UTC ±11 ms

    		2024-09-15 13:57:12.776888 UTC

    		

      147.28.70.203

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Elin Niklasson (EN) signed the document.

      


    

  



  

  

    		2024-09-16 17:56:26.532875 UTC ±15 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lukas.johansson@4h.se was opened.

      


    

  



  

  

    		2024-09-16 17:56:28.605343 UTC ±15 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      193.11.200.152

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Lukas Johansson (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-09-16 17:58:00.743549 UTC ±16 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      193.11.200.152

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Lukas Johansson (LJ) signed in the signature box “signature 1”.
[image: signature]Aok M-







The box’s placement in the Main Document:		Page		X		Y

		65		0.385		0.642



 

      


    

  



  

  

    		2024-09-16 17:58:00.743549 UTC ±16 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      193.11.200.152

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Lukas Johansson (LJ) signed the document.

      


    

  



  

  

    		2024-09-16 17:58:00.743549 UTC ±16 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2024-09-16 17:58:01.012229 UTC ±16 ms

    		2024-09-16 16:58:12.120139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.11 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.361%

		|e| < 5 ms: ≈99.831%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-08-06 01:19:37.703813 UTC and 2024-09-16 16:58:12.120139 UTC:







  		Time collected

  		Clock offset







  

    		2024-08-06 01:19:37.703813

    		-1.9 ms

  





  

    		2024-08-06 02:19:39.660641

    		0.2 ms

  





  

    		2024-08-06 03:19:41.290913

    		1.5 ms

  





  

    		2024-08-06 04:19:44.126815

    		4.3 ms

  





  

    		2024-08-06 05:19:45.808175

    		3.2 ms

  





  

    		2024-08-06 06:19:47.894452

    		0.2 ms

  





  

    		2024-08-06 07:19:50.753494

    		0.9 ms

  





  

    		2024-08-06 08:19:52.672595

    		1.4 ms

  





  

    		2024-08-06 09:19:54.632788

    		3.4 ms

  





  

    		2024-08-06 10:19:56.578044

    		-0.6 ms

  





  

    		2024-08-06 11:19:58.338709

    		0.3 ms

  





  

    		2024-08-06 12:20:00.341767

    		-0.2 ms

  





  

    		2024-08-06 13:20:01.832932

    		-0.2 ms

  





  

    		2024-08-06 14:20:03.497197

    		-0.9 ms

  





  

    		2024-08-06 15:20:05.374947

    		2.1 ms

  





  

    		2024-08-06 16:20:07.465376

    		1.5 ms

  





  

    		2024-08-06 17:20:09.1732

    		-1.5 ms

  





  

    		2024-08-06 18:20:10.822685

    		1.8 ms

  





  

    		2024-08-06 19:20:12.497765

    		-2.4 ms

  





  

    		2024-08-06 20:20:14.456348

    		0.6 ms

  





  

    		2024-08-06 21:20:16.006776

    		-1.0 ms

  





  

    		2024-08-06 22:20:19.152075

    		1.5 ms

  





  

    		2024-08-06 23:20:21.12091

    		-1.1 ms

  





  

    		2024-08-07 00:20:22.972837

    		-0.6 ms

  





  

    		2024-08-07 01:20:24.577514

    		0.3 ms

  





  

    		2024-08-07 02:20:26.315661

    		-0.5 ms

  





  

    		2024-08-07 03:20:28.115773

    		-0.9 ms

  





  

    		2024-08-07 04:20:29.842587

    		-0.9 ms

  





  

    		2024-08-07 05:20:33.79708

    		-1.7 ms

  





  

    		2024-08-07 06:20:35.716238

    		1.5 ms

  





  

    		2024-08-07 07:20:37.455305

    		-0.2 ms

  





  

    		2024-08-07 08:20:39.19895

    		-1.9 ms

  





  

    		2024-08-07 09:20:40.837804

    		-2.0 ms

  





  

    		2024-08-07 10:20:42.837775

    		-0.4 ms

  





  

    		2024-08-07 11:20:44.533897

    		1.3 ms

  





  

    		2024-08-07 12:20:46.582743

    		-1.3 ms

  





  

    		2024-08-07 13:20:49.04909

    		0.7 ms

  





  

    		2024-08-07 14:20:50.565089

    		1.9 ms

  





  

    		2024-08-07 15:20:52.236378

    		0.3 ms

  





  

    		2024-08-07 16:20:54.358153

    		-4.9 ms

  





  

    		2024-08-07 17:20:56.152092

    		-1.4 ms

  





  

    		2024-08-07 18:20:57.889363

    		-3.5 ms

  





  

    		2024-08-07 19:20:59.599664

    		-0.7 ms

  





  

    		2024-08-07 20:21:03.822713

    		-1.7 ms

  





  

    		2024-08-07 21:21:07.109785

    		0.0 ms

  





  

    		2024-08-07 22:21:08.913371

    		0.3 ms

  





  

    		2024-08-07 23:21:11.218806

    		-1.3 ms

  





  

    		2024-08-08 00:21:13.701264

    		1.0 ms

  





  

    		2024-08-08 01:21:15.569823

    		-2.2 ms

  





  

    		2024-08-08 02:21:18.95872

    		1.4 ms

  





  

    		2024-08-08 03:21:22.161132

    		-0.8 ms

  





  

    		2024-08-08 04:21:24.553147

    		0.0 ms

  





  

    		2024-08-08 05:21:26.204211

    		1.5 ms

  





  

    		2024-08-08 06:21:27.822826

    		0.2 ms

  





  

    		2024-08-08 07:21:30.521948

    		0.5 ms

  





  

    		2024-08-08 08:21:32.832987

    		2.5 ms

  





  

    		2024-08-08 09:21:34.48936

    		0.0 ms

  





  

    		2024-08-08 10:21:36.174322

    		1.4 ms

  





  

    		2024-08-08 11:21:38.562716

    		0.9 ms

  





  

    		2024-08-08 12:21:40.755354

    		2.2 ms

  





  

    		2024-08-08 13:21:42.457314

    		-0.8 ms

  





  

    		2024-08-08 14:21:44.248873

    		-0.1 ms

  





  

    		2024-08-08 15:21:47.306993

    		-2.6 ms

  





  

    		2024-08-08 16:21:51.22384

    		0.0 ms

  





  

    		2024-08-08 17:21:54.481201

    		-0.8 ms

  





  

    		2024-08-08 18:21:56.415444

    		0.1 ms

  





  

    		2024-08-08 19:21:58.54035

    		0.1 ms

  





  

    		2024-08-08 20:22:00.719797

    		-1.4 ms

  





  

    		2024-08-08 21:22:02.738129

    		-1.7 ms

  





  

    		2024-08-08 22:22:05.157298

    		-2.7 ms

  





  

    		2024-08-08 23:22:07.640554

    		-4.3 ms

  





  

    		2024-08-09 00:22:10.124411

    		-3.0 ms

  





  

    		2024-08-09 01:22:12.944207

    		-0.9 ms

  





  

    		2024-08-09 02:22:15.20561

    		1.0 ms

  





  

    		2024-08-09 03:22:17.08556

    		-1.7 ms

  





  

    		2024-08-09 04:22:18.680923

    		0.1 ms

  





  

    		2024-08-09 05:22:21.491757

    		0.2 ms

  





  

    		2024-08-09 06:22:23.677754

    		2.2 ms

  





  

    		2024-08-09 07:22:25.349558

    		2.1 ms

  





  

    		2024-08-09 08:22:26.877838

    		1.6 ms

  





  

    		2024-08-09 09:22:28.508433

    		-1.0 ms

  





  

    		2024-08-09 10:22:30.282987

    		0.8 ms

  





  

    		2024-08-09 11:22:32.381652

    		0.8 ms

  





  

    		2024-08-09 12:22:33.999829

    		-1.8 ms

  





  

    		2024-08-09 13:22:36.312519

    		-0.7 ms

  





  

    		2024-08-09 14:22:37.885906

    		0.4 ms

  





  

    		2024-08-09 15:22:39.429295

    		2.4 ms

  





  

    		2024-08-09 16:22:42.257473

    		2.2 ms

  





  

    		2024-08-09 17:22:45.120302

    		-1.4 ms

  





  

    		2024-08-09 18:22:47.257083

    		-1.4 ms

  





  

    		2024-08-09 19:22:55.338023

    		-1.9 ms

  





  

    		2024-08-09 20:22:57.741625

    		-2.2 ms

  





  

    		2024-08-09 21:23:00.735708

    		-2.6 ms

  





  

    		2024-08-09 22:23:03.711148

    		1.0 ms

  





  

    		2024-08-09 23:23:06.563391

    		-0.9 ms

  





  

    		2024-08-10 00:23:09.538427

    		2.1 ms

  





  

    		2024-08-10 01:23:12.338814

    		1.4 ms

  





  

    		2024-08-10 02:23:14.673433

    		-1.0 ms

  





  

    		2024-08-10 03:23:16.919263

    		-0.1 ms

  





  

    		2024-08-10 04:23:19.447601

    		0.2 ms

  





  

    		2024-08-10 05:23:23.230796

    		-1.0 ms

  





  

    		2024-08-10 06:23:25.647459

    		1.0 ms

  





  

    		2024-08-10 07:23:28.28742

    		-3.2 ms

  





  

    		2024-08-10 08:23:29.903354

    		-0.4 ms

  





  

    		2024-08-10 09:23:32.936041

    		1.0 ms

  





  

    		2024-08-10 10:23:34.490416

    		-1.3 ms

  





  

    		2024-08-10 11:23:36.048287

    		5.9 ms

  





  

    		2024-08-10 12:23:37.754978

    		-5.0 ms

  





  

    		2024-08-10 13:23:39.33152

    		-0.5 ms

  





  

    		2024-08-10 14:23:42.162764

    		-0.8 ms

  





  

    		2024-08-10 15:23:44.214267

    		-1.6 ms

  





  

    		2024-08-10 16:23:47.614703

    		0.0 ms

  





  

    		2024-08-10 17:23:51.09815

    		0.0 ms

  





  

    		2024-08-10 18:23:55.308061

    		0.7 ms

  





  

    		2024-08-10 19:23:58.937763

    		-1.5 ms

  





  

    		2024-08-10 20:24:00.75627

    		-1.3 ms

  





  

    		2024-08-10 21:24:04.725713

    		0.4 ms

  





  

    		2024-08-10 22:24:08.97

    		-1.0 ms

  





  

    		2024-08-10 23:24:12.630481

    		0.0 ms

  





  

    		2024-08-11 00:24:14.416694

    		1.0 ms

  





  

    		2024-08-11 01:24:16.674808

    		-1.2 ms

  





  

    		2024-08-11 02:24:19.231815

    		-0.6 ms

  





  

    		2024-08-11 03:24:21.140731

    		0.9 ms

  





  

    		2024-08-11 04:24:22.68258

    		-1.1 ms

  





  

    		2024-08-11 05:24:26.257845

    		1.2 ms

  





  

    		2024-08-11 06:24:28.324733

    		-1.1 ms

  





  

    		2024-08-11 07:24:30.046259

    		3.1 ms

  





  

    		2024-08-11 08:24:32.462325

    		2.6 ms

  





  

    		2024-08-11 09:24:35.075886

    		2.1 ms

  





  

    		2024-08-11 10:24:37.729147

    		-0.2 ms

  





  

    		2024-08-11 11:24:41.165348

    		0.3 ms

  





  

    		2024-08-11 12:24:42.867208

    		1.9 ms

  





  

    		2024-08-11 13:24:44.767818

    		-0.5 ms

  





  

    		2024-08-11 14:24:46.421328

    		-1.4 ms

  





  

    		2024-08-11 15:24:49.416607

    		2.1 ms

  





  

    		2024-08-11 16:24:53.040352

    		1.2 ms

  





  

    		2024-08-11 17:24:55.12468

    		-0.2 ms

  





  

    		2024-08-11 18:24:58.014209

    		0.3 ms

  





  

    		2024-08-11 19:25:00.115632

    		0.5 ms

  





  

    		2024-08-11 20:25:03.549029

    		-2.3 ms

  





  

    		2024-08-11 21:25:07.066134

    		0.7 ms

  





  

    		2024-08-11 22:25:09.393556

    		0.3 ms

  





  

    		2024-08-11 23:25:11.360826

    		-1.1 ms

  





  

    		2024-08-12 00:25:13.113521

    		-0.2 ms

  





  

    		2024-08-12 01:25:14.811272

    		-1.0 ms

  





  

    		2024-08-12 02:25:17.295658

    		-0.5 ms

  





  

    		2024-08-12 03:25:20.852414

    		0.8 ms

  





  

    		2024-08-12 04:25:22.55744

    		2.2 ms

  





  

    		2024-08-12 05:25:24.637647

    		-1.0 ms

  





  

    		2024-08-12 06:25:29.009132

    		-0.4 ms

  





  

    		2024-08-12 07:25:33.496962

    		2.3 ms

  





  

    		2024-08-12 08:25:35.5283

    		1.4 ms

  





  

    		2024-08-12 09:25:38.209073

    		0.3 ms

  





  

    		2024-08-12 10:25:40.577599

    		-0.2 ms

  





  

    		2024-08-12 11:25:42.921092

    		-1.5 ms

  





  

    		2024-08-12 12:25:45.578525

    		-1.2 ms

  





  

    		2024-08-12 13:25:47.604103

    		1.5 ms

  





  

    		2024-08-12 14:25:49.70477

    		1.4 ms

  





  

    		2024-08-12 15:25:51.757715

    		-0.8 ms

  





  

    		2024-08-12 16:25:55.885907

    		-1.3 ms

  





  

    		2024-08-12 17:25:57.519447

    		-0.7 ms

  





  

    		2024-08-12 18:25:59.845761

    		-1.2 ms

  





  

    		2024-08-12 19:26:02.05673

    		-0.1 ms

  





  

    		2024-08-12 20:26:05.263559

    		-0.7 ms

  





  

    		2024-08-12 21:26:07.714575

    		-0.2 ms

  





  

    		2024-08-12 22:26:09.86714

    		-0.9 ms

  





  

    		2024-08-12 23:26:12.302642

    		-0.4 ms

  





  

    		2024-08-13 00:26:15.489637

    		1.5 ms

  





  

    		2024-08-13 01:26:17.816742

    		-0.1 ms

  





  

    		2024-08-13 02:26:20.263885

    		1.4 ms

  





  

    		2024-08-13 03:26:23.787167

    		2.4 ms

  





  

    		2024-08-13 04:26:26.686859

    		2.3 ms

  





  

    		2024-08-13 05:26:29.237411

    		-0.1 ms

  





  

    		2024-08-13 06:26:31.930668

    		-0.7 ms

  





  

    		2024-08-13 07:26:34.705162

    		2.8 ms

  





  

    		2024-08-13 08:26:36.897317

    		2.1 ms

  





  

    		2024-08-13 09:26:39.387722

    		2.6 ms

  





  

    		2024-08-13 10:26:41.027587

    		-2.3 ms

  





  

    		2024-08-13 11:26:43.065487

    		-9.1 ms

  





  

    		2024-08-13 12:26:44.776464

    		-2.5 ms

  





  

    		2024-08-13 13:26:46.359928

    		1.7 ms

  





  

    		2024-08-13 14:26:48.19969

    		-0.9 ms

  





  

    		2024-08-13 15:26:50.015618

    		-2.0 ms

  





  

    		2024-08-13 16:26:51.967484

    		-1.2 ms

  





  

    		2024-08-13 17:26:53.702583

    		-0.8 ms

  





  

    		2024-08-13 18:26:56.05646

    		-3.4 ms

  





  

    		2024-08-13 19:26:58.824927

    		-3.2 ms

  





  

    		2024-08-13 20:27:00.890839

    		-0.8 ms

  





  

    		2024-08-13 21:27:04.391476

    		-0.3 ms

  





  

    		2024-08-13 22:27:06.148523

    		0.9 ms

  





  

    		2024-08-13 23:27:10.021203

    		-0.4 ms

  





  

    		2024-08-14 00:27:11.998525

    		0.3 ms

  





  

    		2024-08-14 01:27:14.605112

    		-0.4 ms

  





  

    		2024-08-14 02:27:16.437061

    		-2.3 ms

  





  

    		2024-08-14 03:27:18.039315

    		-2.8 ms

  





  

    		2024-08-14 04:27:20.043808

    		0.7 ms

  





  

    		2024-08-14 05:27:22.33728

    		0.8 ms

  





  

    		2024-08-14 06:27:24.216788

    		1.7 ms

  





  

    		2024-08-14 07:27:26.726236

    		3.4 ms

  





  

    		2024-08-14 08:27:28.964946

    		1.3 ms

  





  

    		2024-08-14 09:27:30.911327

    		3.0 ms

  





  

    		2024-08-14 10:27:32.596987

    		0.9 ms

  





  

    		2024-08-14 11:27:34.344343

    		-1.2 ms

  





  

    		2024-08-14 12:27:36.12552

    		1.0 ms

  





  

    		2024-08-14 13:27:39.047461

    		0.6 ms

  





  

    		2024-08-14 14:27:40.580214

    		-0.9 ms

  





  

    		2024-08-14 15:27:42.396672

    		1.2 ms

  





  

    		2024-08-14 16:27:44.214103

    		0.3 ms

  





  

    		2024-08-14 17:27:47.525224

    		0.4 ms

  





  

    		2024-08-14 18:27:51.022012

    		-1.8 ms

  





  

    		2024-08-14 19:27:52.993867

    		0.1 ms

  





  

    		2024-08-14 20:27:55.154895

    		1.6 ms

  





  

    		2024-08-14 21:27:57.142309

    		-2.2 ms

  





  

    		2024-08-14 22:27:58.903866

    		-0.2 ms

  





  

    		2024-08-14 23:28:01.630249

    		-1.3 ms

  





  

    		2024-08-15 00:28:03.391385

    		1.1 ms

  





  

    		2024-08-15 01:28:05.449493

    		-0.1 ms

  





  

    		2024-08-15 02:28:07.728954

    		-0.5 ms

  





  

    		2024-08-15 03:28:09.670102

    		1.6 ms

  





  

    		2024-08-15 04:28:12.392023

    		3.1 ms

  





  

    		2024-08-15 05:28:15.849003

    		0.2 ms

  





  

    		2024-08-15 06:28:17.78785

    		2.2 ms

  





  

    		2024-08-15 07:28:19.557569

    		0.6 ms

  





  

    		2024-08-15 08:28:21.636246

    		1.0 ms

  





  

    		2024-08-15 09:28:24.12503

    		-1.8 ms

  





  

    		2024-08-15 10:28:25.859855

    		-0.9 ms

  





  

    		2024-08-15 11:28:29.702411

    		0.7 ms

  





  

    		2024-08-15 12:28:33.257171

    		2.0 ms

  





  

    		2024-08-15 13:28:34.91392

    		-2.4 ms

  





  

    		2024-08-15 14:28:36.972232

    		-1.2 ms

  





  

    		2024-08-15 15:28:38.859785

    		1.0 ms

  





  

    		2024-08-15 16:28:40.769715

    		-1.9 ms

  





  

    		2024-08-15 17:28:44.742589

    		-0.7 ms

  





  

    		2024-08-15 18:28:46.916521

    		0.2 ms

  





  

    		2024-08-15 19:28:50.462122

    		-1.1 ms

  





  

    		2024-08-15 20:28:53.170205

    		0.4 ms

  





  

    		2024-08-15 21:28:56.859318

    		0.1 ms

  





  

    		2024-08-15 22:28:58.762419

    		0.7 ms

  





  

    		2024-08-15 23:29:00.9096

    		-1.2 ms

  





  

    		2024-08-16 00:29:03.391833

    		-0.8 ms

  





  

    		2024-08-16 01:29:06.114372

    		0.6 ms

  





  

    		2024-08-16 02:29:08.520082

    		-1.8 ms

  





  

    		2024-08-16 03:29:11.412216

    		-0.9 ms

  





  

    		2024-08-16 04:29:13.129339

    		0.0 ms

  





  

    		2024-08-16 05:29:15.228098

    		-0.8 ms

  





  

    		2024-08-16 06:29:17.03108

    		-1.2 ms

  





  

    		2024-08-16 07:29:18.905501

    		2.8 ms

  





  

    		2024-08-16 08:29:20.343511

    		-0.8 ms

  





  

    		2024-08-16 09:29:21.809383

    		0.8 ms

  





  

    		2024-08-16 10:29:24.189956

    		-0.6 ms

  





  

    		2024-08-16 11:29:25.905922

    		1.8 ms

  





  

    		2024-08-16 12:29:27.621788

    		-1.4 ms

  





  

    		2024-08-16 13:29:30.095977

    		-1.4 ms

  





  

    		2024-08-16 14:29:32.780896

    		-0.1 ms

  





  

    		2024-08-16 15:29:34.519346

    		2.5 ms

  





  

    		2024-08-16 16:29:37.783883

    		1.4 ms

  





  

    		2024-08-16 17:29:39.172432

    		1.1 ms

  





  

    		2024-08-16 18:29:40.573761

    		-0.4 ms

  





  

    		2024-08-16 19:29:42.15876

    		-0.8 ms

  





  

    		2024-08-16 20:29:43.694184

    		-1.9 ms

  





  

    		2024-08-16 21:29:47.670932

    		-1.4 ms

  





  

    		2024-08-16 22:29:50.427327

    		1.5 ms

  





  

    		2024-08-16 23:29:53.182025

    		1.2 ms

  





  

    		2024-08-17 00:29:55.25136

    		1.7 ms

  





  

    		2024-08-17 01:29:57.71069

    		-0.8 ms

  





  

    		2024-08-17 02:30:00.830667

    		0.8 ms

  





  

    		2024-08-17 03:30:03.566779

    		-1.0 ms

  





  

    		2024-08-17 04:30:05.216966

    		1.1 ms

  





  

    		2024-08-17 05:30:07.01055

    		-0.3 ms

  





  

    		2024-08-17 06:30:09.042678

    		-0.4 ms

  





  

    		2024-08-17 07:30:10.487169

    		-0.7 ms

  





  

    		2024-08-17 08:30:11.961463

    		1.9 ms

  





  

    		2024-08-17 09:30:14.255737

    		1.9 ms

  





  

    		2024-08-17 10:30:17.872378

    		3.0 ms

  





  

    		2024-08-17 11:30:20.104996

    		1.4 ms

  





  

    		2024-08-17 12:30:21.637106

    		0.0 ms

  





  

    		2024-08-17 13:30:25.400174

    		1.6 ms

  





  

    		2024-08-17 14:30:27.700075

    		2.0 ms

  





  

    		2024-08-17 15:30:29.799035

    		-0.2 ms

  





  

    		2024-08-17 16:30:33.408913

    		-1.4 ms

  





  

    		2024-08-17 17:30:36.797084

    		-0.8 ms

  





  

    		2024-08-17 18:30:40.38066

    		1.0 ms

  





  

    		2024-08-17 19:30:42.015131

    		-1.2 ms

  





  

    		2024-08-17 20:30:45.024767

    		-1.6 ms

  





  

    		2024-08-17 21:30:46.900942

    		-0.7 ms

  





  

    		2024-08-17 22:30:48.975803

    		2.4 ms

  





  

    		2024-08-17 23:30:50.699055

    		-0.6 ms

  





  

    		2024-08-18 00:30:54.050027

    		2.1 ms

  





  

    		2024-08-18 01:30:56.047663

    		-1.0 ms

  





  

    		2024-08-18 02:30:57.569414

    		0.4 ms

  





  

    		2024-08-18 03:30:59.006581

    		1.6 ms

  





  

    		2024-08-18 04:31:01.382975

    		-2.8 ms

  





  

    		2024-08-18 05:31:03.090538

    		0.4 ms

  





  

    		2024-08-18 06:31:04.69218

    		0.0 ms

  





  

    		2024-08-18 07:31:06.272091

    		-1.0 ms

  





  

    		2024-08-18 08:31:08.119192

    		-1.3 ms

  





  

    		2024-08-18 09:31:11.931237

    		-0.6 ms

  





  

    		2024-08-18 10:31:13.747038

    		4.5 ms

  





  

    		2024-08-18 11:31:16.931927

    		3.5 ms

  





  

    		2024-08-18 12:31:18.545726

    		4.2 ms

  





  

    		2024-08-18 13:31:20.174717

    		8.4 ms

  





  

    		2024-08-18 14:31:22.34596

    		5.9 ms

  





  

    		2024-08-18 15:31:24.475427

    		-1.0 ms

  





  

    		2024-08-18 16:31:28.142935

    		4.8 ms

  





  

    		2024-08-18 17:31:29.619474

    		0.5 ms

  





  

    		2024-08-18 18:31:31.622828

    		-0.4 ms

  





  

    		2024-08-18 19:31:35.921642

    		-1.9 ms

  





  

    		2024-08-18 20:31:39.401329

    		-3.0 ms

  





  

    		2024-08-18 21:31:41.327191

    		-1.1 ms

  





  

    		2024-08-18 22:31:43.91728

    		-1.3 ms

  





  

    		2024-08-18 23:31:45.971325

    		-0.6 ms

  





  

    		2024-08-19 00:31:47.998141

    		-0.4 ms

  





  

    		2024-08-19 01:31:50.162612

    		2.2 ms

  





  

    		2024-08-19 02:31:51.76942

    		0.2 ms

  





  

    		2024-08-19 03:31:53.258861

    		0.6 ms

  





  

    		2024-08-19 04:31:55.55156

    		-0.4 ms

  





  

    		2024-08-19 05:31:57.69742

    		0.8 ms

  





  

    		2024-08-19 06:31:59.93634

    		2.1 ms

  





  

    		2024-08-19 07:32:02.495829

    		0.7 ms

  





  

    		2024-08-19 08:32:04.160128

    		3.1 ms

  





  

    		2024-08-19 09:32:07.696127

    		3.7 ms

  





  

    		2024-08-19 10:32:09.976833

    		1.3 ms

  





  

    		2024-08-19 11:32:12.034829

    		1.6 ms

  





  

    		2024-08-19 12:32:13.500653

    		2.9 ms

  





  

    		2024-08-19 13:32:16.202561

    		2.0 ms

  





  

    		2024-08-19 14:32:17.751777

    		3.5 ms

  





  

    		2024-08-19 15:32:19.351412

    		0.7 ms

  





  

    		2024-08-19 16:32:21.611254

    		4.2 ms

  





  

    		2024-08-19 17:32:23.156873

    		8.2 ms

  





  

    		2024-08-19 18:32:25.040068

    		0.2 ms

  





  

    		2024-08-19 19:32:27.200414

    		-2.9 ms

  





  

    		2024-08-19 20:32:29.576718

    		0.2 ms

  





  

    		2024-08-19 21:32:31.832495

    		-1.6 ms

  





  

    		2024-08-19 22:32:33.601235

    		-0.2 ms

  





  

    		2024-08-19 23:32:35.431778

    		-2.1 ms

  





  

    		2024-08-20 00:32:37.346204

    		-1.5 ms

  





  

    		2024-08-20 01:32:40.9263

    		-0.2 ms

  





  

    		2024-08-20 02:32:42.802899

    		-2.6 ms

  





  

    		2024-08-20 03:32:44.449834

    		4.3 ms

  





  

    		2024-08-20 04:32:46.202387

    		-2.0 ms

  





  

    		2024-08-20 05:32:48.750447

    		0.2 ms

  





  

    		2024-08-20 06:32:51.809537

    		0.1 ms

  





  

    		2024-08-20 07:32:53.290748

    		-2.3 ms

  





  

    		2024-08-20 08:32:55.052219

    		0.5 ms

  





  

    		2024-08-20 09:32:56.912039

    		1.2 ms

  





  

    		2024-08-20 10:32:58.810424

    		-1.2 ms

  





  

    		2024-08-20 11:33:01.201852

    		1.8 ms

  





  

    		2024-08-20 12:33:03.003308

    		1.0 ms

  





  

    		2024-08-20 13:33:04.471952

    		0.2 ms

  





  

    		2024-08-20 14:33:07.648364

    		-0.5 ms

  





  

    		2024-08-20 15:33:10.336302

    		-0.6 ms

  





  

    		2024-08-20 16:33:12.931967

    		1.1 ms

  





  

    		2024-08-20 17:33:14.629319

    		1.6 ms

  





  

    		2024-08-20 18:33:16.1841

    		1.4 ms

  





  

    		2024-08-20 19:33:19.276303

    		1.3 ms

  





  

    		2024-08-20 20:33:22.792637

    		-1.5 ms

  





  

    		2024-08-20 21:33:25.252753

    		-1.0 ms

  





  

    		2024-08-20 22:33:27.38916

    		-3.6 ms

  





  

    		2024-08-20 23:33:29.394597

    		-2.1 ms

  





  

    		2024-08-21 00:33:31.157302

    		-2.7 ms

  





  

    		2024-08-21 01:33:33.835815

    		-0.8 ms

  





  

    		2024-08-21 02:33:35.540925

    		1.3 ms

  





  

    		2024-08-21 03:33:38.322491

    		-0.1 ms

  





  

    		2024-08-21 04:33:40.091711

    		1.5 ms

  





  

    		2024-08-21 05:33:41.846609

    		1.0 ms

  





  

    		2024-08-21 06:33:44.09172

    		0.3 ms

  





  

    		2024-08-21 07:33:46.899794

    		0.9 ms

  





  

    		2024-08-21 08:33:49.78285

    		0.5 ms

  





  

    		2024-08-21 09:33:51.687828

    		2.2 ms

  





  

    		2024-08-21 10:33:54.181097

    		-1.5 ms

  





  

    		2024-08-21 11:33:56.058177

    		-0.4 ms

  





  

    		2024-08-21 12:33:59.699496

    		1.2 ms

  





  

    		2024-08-21 13:34:02.332283

    		2.4 ms

  





  

    		2024-08-21 14:34:04.428679

    		-0.9 ms

  





  

    		2024-08-21 15:34:05.936207

    		2.4 ms

  





  

    		2024-08-21 16:34:09.305591

    		0.4 ms

  





  

    		2024-08-21 17:34:11.949048

    		1.7 ms

  





  

    		2024-08-21 18:34:16.094623

    		-1.8 ms

  





  

    		2024-08-21 19:34:18.227547

    		-2.2 ms

  





  

    		2024-08-21 20:34:19.999803

    		-2.8 ms

  





  

    		2024-08-21 21:34:22.352941

    		1.2 ms

  





  

    		2024-08-21 22:34:26.543863

    		-1.7 ms

  





  

    		2024-08-21 23:34:28.913941

    		0.5 ms

  





  

    		2024-08-22 00:34:31.959733

    		-0.4 ms

  





  

    		2024-08-22 01:34:33.474864

    		-0.9 ms

  





  

    		2024-08-22 02:34:36.753937

    		-0.7 ms

  





  

    		2024-08-22 03:34:39.709171

    		-0.4 ms

  





  

    		2024-08-22 04:34:41.880098

    		2.2 ms

  





  

    		2024-08-22 05:34:43.508707

    		1.6 ms

  





  

    		2024-08-22 06:34:46.122017

    		0.7 ms

  





  

    		2024-08-22 07:34:48.591983

    		1.1 ms

  





  

    		2024-08-22 08:34:50.342386

    		0.7 ms

  





  

    		2024-08-22 09:34:53.616778

    		0.9 ms

  





  

    		2024-08-22 10:34:55.963006

    		-1.4 ms

  





  

    		2024-08-22 11:34:58.488616

    		0.6 ms

  





  

    		2024-08-22 12:35:00.129064

    		1.3 ms

  





  

    		2024-08-22 13:35:02.089447

    		6.4 ms

  





  

    		2024-08-22 14:35:04.978821

    		1.1 ms

  





  

    		2024-08-22 15:35:06.479561

    		0.1 ms

  





  

    		2024-08-22 16:35:08.693841

    		-1.2 ms

  





  

    		2024-08-22 17:35:11.463337

    		0.0 ms

  





  

    		2024-08-22 18:35:13.970575

    		2.7 ms

  





  

    		2024-08-22 19:35:16.742268

    		0.2 ms

  





  

    		2024-08-22 20:35:18.278598

    		-1.3 ms

  





  

    		2024-08-22 21:35:20.429021

    		0.9 ms

  





  

    		2024-08-22 22:35:22.892437

    		-1.2 ms

  





  

    		2024-08-22 23:35:26.252284

    		-1.9 ms

  





  

    		2024-08-23 00:35:29.237375

    		-0.8 ms

  





  

    		2024-08-23 01:35:30.823767

    		0.7 ms

  





  

    		2024-08-23 02:35:32.850044

    		-0.1 ms

  





  

    		2024-08-23 03:35:35.182566

    		-1.2 ms

  





  

    		2024-08-23 04:35:37.893412

    		-1.4 ms

  





  

    		2024-08-23 05:35:40.300661

    		1.5 ms

  





  

    		2024-08-23 06:35:43.002734

    		-1.1 ms

  





  

    		2024-08-23 07:35:45.218039

    		1.6 ms

  





  

    		2024-08-23 08:35:47.047836

    		-0.3 ms

  





  

    		2024-08-23 09:35:48.643936

    		1.0 ms

  





  

    		2024-08-23 10:35:50.060527

    		0.0 ms

  





  

    		2024-08-23 11:35:51.670008

    		2.4 ms

  





  

    		2024-08-23 12:35:54.094093

    		-0.7 ms

  





  

    		2024-08-23 13:35:56.246855

    		1.1 ms

  





  

    		2024-08-23 14:35:57.979445

    		1.9 ms

  





  

    		2024-08-23 15:36:00.738945

    		-0.2 ms

  





  

    		2024-08-23 16:36:03.173531

    		0.9 ms

  





  

    		2024-08-23 17:36:04.636141

    		0.5 ms

  





  

    		2024-08-23 18:36:08.07027

    		0.4 ms

  





  

    		2024-08-23 19:36:10.290409

    		-0.8 ms

  





  

    		2024-08-23 20:36:13.219813

    		-2.9 ms

  





  

    		2024-08-23 21:36:15.916528

    		0.4 ms

  





  

    		2024-08-23 22:36:18.735753

    		-0.2 ms

  





  

    		2024-08-23 23:36:20.997845

    		-0.9 ms

  





  

    		2024-08-24 00:36:22.558641

    		1.3 ms

  





  

    		2024-08-24 01:36:24.089054

    		-1.6 ms

  





  

    		2024-08-24 02:36:26.958251

    		-0.5 ms

  





  

    		2024-08-24 03:36:29.196562

    		0.0 ms

  





  

    		2024-08-24 04:36:31.551446

    		11.8 ms

  





  

    		2024-08-24 05:36:33.600274

    		17.2 ms

  





  

    		2024-08-24 06:36:35.202225

    		4.0 ms

  





  

    		2024-08-24 07:36:37.978925

    		2.1 ms

  





  

    		2024-08-24 08:36:40.661675

    		3.7 ms

  





  

    		2024-08-24 09:36:42.247849

    		2.2 ms

  





  

    		2024-08-24 10:36:44.366273

    		2.0 ms

  





  

    		2024-08-24 11:36:46.615903

    		1.0 ms

  





  

    		2024-08-24 12:36:49.666388

    		0.3 ms

  





  

    		2024-08-24 13:36:51.775677

    		0.4 ms

  





  

    		2024-08-24 14:36:54.032129

    		-0.9 ms

  





  

    		2024-08-24 15:36:58.144781

    		-0.8 ms

  





  

    		2024-08-24 16:37:01.718598

    		-0.5 ms

  





  

    		2024-08-24 17:37:03.581647

    		-0.5 ms

  





  

    		2024-08-24 18:37:05.11329

    		-0.6 ms

  





  

    		2024-08-24 19:37:08.526187

    		-0.1 ms

  





  

    		2024-08-24 20:37:12.088594

    		-0.8 ms

  





  

    		2024-08-24 21:37:13.809725

    		-1.7 ms

  





  

    		2024-08-24 22:37:17.125543

    		-2.2 ms

  





  

    		2024-08-24 23:37:19.221525

    		-0.9 ms

  





  

    		2024-08-25 00:37:21.011832

    		0.8 ms

  





  

    		2024-08-25 01:37:23.423864

    		-2.9 ms

  





  

    		2024-08-25 02:37:25.108187

    		-1.0 ms

  





  

    		2024-08-25 03:37:29.161965

    		0.0 ms

  





  

    		2024-08-25 04:37:32.76067

    		1.5 ms

  





  

    		2024-08-25 05:37:34.976015

    		-0.9 ms

  





  

    		2024-08-25 06:37:36.603914

    		2.9 ms

  





  

    		2024-08-25 07:37:38.427822

    		1.2 ms

  





  

    		2024-08-25 08:37:42.266868

    		3.0 ms

  





  

    		2024-08-25 09:37:44.565759

    		-0.5 ms

  





  

    		2024-08-25 10:37:46.67404

    		-0.1 ms

  





  

    		2024-08-25 11:37:49.070003

    		1.5 ms

  





  

    		2024-08-25 12:37:51.353077

    		-3.0 ms

  





  

    		2024-08-25 13:37:52.896352

    		-1.3 ms

  





  

    		2024-08-25 14:37:55.513667

    		-0.9 ms

  





  

    		2024-08-25 15:37:57.966266

    		-0.6 ms

  





  

    		2024-08-25 16:38:00.818561

    		-0.3 ms

  





  

    		2024-08-25 17:38:03.58136

    		-0.7 ms

  





  

    		2024-08-25 18:38:05.491228

    		1.2 ms

  





  

    		2024-08-25 19:38:09.017861

    		-1.5 ms

  





  

    		2024-08-25 20:38:10.716311

    		1.7 ms

  





  

    		2024-08-25 21:38:12.79543

    		-0.2 ms

  





  

    		2024-08-25 22:38:15.996733

    		-1.0 ms

  





  

    		2024-08-25 23:38:18.326831

    		-1.7 ms

  





  

    		2024-08-26 00:38:22.277749

    		-1.3 ms

  





  

    		2024-08-26 01:38:24.132649

    		-1.8 ms

  





  

    		2024-08-26 02:38:26.779543

    		-0.3 ms

  





  

    		2024-08-26 03:38:29.387462

    		0.6 ms

  





  

    		2024-08-26 04:38:31.482239

    		4.8 ms

  





  

    		2024-08-26 05:38:33.164495

    		1.4 ms

  





  

    		2024-08-26 06:38:34.968818

    		3.1 ms

  





  

    		2024-08-26 07:38:37.930437

    		7.0 ms

  





  

    		2024-08-26 08:38:40.108897

    		3.0 ms

  





  

    		2024-08-26 09:38:41.745463

    		-0.3 ms

  





  

    		2024-08-26 10:38:43.632144

    		0.2 ms

  





  

    		2024-08-26 11:38:45.539548

    		0.0 ms

  





  

    		2024-08-26 12:38:47.222403

    		-2.8 ms

  





  

    		2024-08-26 13:38:48.926254

    		1.4 ms

  





  

    		2024-08-26 14:38:50.521423

    		1.7 ms

  





  

    		2024-08-26 15:38:53.431331

    		1.2 ms

  





  

    		2024-08-26 16:38:55.584651

    		0.6 ms

  





  

    		2024-08-26 17:38:59.86503

    		2.2 ms

  





  

    		2024-08-26 18:39:01.988786

    		-0.7 ms

  





  

    		2024-08-26 19:39:03.673115

    		-0.4 ms

  





  

    		2024-08-26 20:39:05.505584

    		-4.5 ms

  





  

    		2024-08-26 21:39:07.422429

    		1.7 ms

  





  

    		2024-08-26 22:39:09.669212

    		1.3 ms

  





  

    		2024-08-26 23:39:11.798845

    		-0.1 ms

  





  

    		2024-08-27 00:39:14.352356

    		0.0 ms

  





  

    		2024-08-27 01:39:15.953029

    		3.1 ms

  





  

    		2024-08-27 02:39:19.511783

    		2.7 ms

  





  

    		2024-08-27 03:39:22.992692

    		-0.3 ms

  





  

    		2024-08-27 04:39:25.480238

    		-2.3 ms

  





  

    		2024-08-27 05:39:28.396191

    		1.0 ms

  





  

    		2024-08-27 06:39:30.686115

    		-0.3 ms

  





  

    		2024-08-27 07:39:32.279634

    		-0.1 ms

  





  

    		2024-08-27 08:39:34.877809

    		1.8 ms

  





  

    		2024-08-27 09:39:36.780433

    		0.2 ms

  





  

    		2024-08-27 10:39:38.33039

    		2.2 ms

  





  

    		2024-08-27 11:39:40.077347

    		-0.4 ms

  





  

    		2024-08-27 12:39:41.693593

    		-1.3 ms

  





  

    		2024-08-27 13:39:43.705139

    		-1.3 ms

  





  

    		2024-08-27 14:39:45.427987

    		-2.8 ms

  





  

    		2024-08-27 15:39:47.896634

    		1.8 ms

  





  

    		2024-08-27 16:39:49.472931

    		-1.4 ms

  





  

    		2024-08-27 17:39:51.592442

    		0.8 ms

  





  

    		2024-08-27 18:39:55.723686

    		1.1 ms

  





  

    		2024-08-27 19:39:58.607391

    		-0.6 ms

  





  

    		2024-08-27 20:40:01.115241

    		0.1 ms

  





  

    		2024-08-27 21:40:03.367495

    		-0.9 ms

  





  

    		2024-08-27 22:40:07.066078

    		-3.4 ms

  





  

    		2024-08-27 23:40:09.282472

    		-4.2 ms

  





  

    		2024-08-28 00:40:12.321576

    		-2.4 ms

  





  

    		2024-08-28 01:40:15.29218

    		-1.3 ms

  





  

    		2024-08-28 02:40:17.41205

    		0.2 ms

  





  

    		2024-08-28 03:40:19.794369

    		-1.6 ms

  





  

    		2024-08-28 04:40:23.567482

    		0.6 ms

  





  

    		2024-08-28 05:40:26.401984

    		0.4 ms

  





  

    		2024-08-28 06:40:28.536828

    		1.6 ms

  





  

    		2024-08-28 07:40:30.330648

    		1.0 ms

  





  

    		2024-08-28 08:40:31.88231

    		0.5 ms

  





  

    		2024-08-28 09:40:33.496041

    		1.2 ms

  





  

    		2024-08-28 10:40:35.154341

    		-0.3 ms

  





  

    		2024-08-28 11:40:36.851883

    		0.3 ms

  





  

    		2024-08-28 12:40:38.606972

    		0.6 ms

  





  

    		2024-08-28 13:40:40.116758

    		-1.3 ms

  





  

    		2024-08-28 14:40:41.998572

    		-0.5 ms

  





  

    		2024-08-28 15:40:44.964706

    		2.5 ms

  





  

    		2024-08-28 16:40:46.420337

    		-0.5 ms

  





  

    		2024-08-28 17:40:48.035148

    		-0.4 ms

  





  

    		2024-08-28 18:40:50.258833

    		-0.5 ms

  





  

    		2024-08-28 19:40:53.149919

    		-1.2 ms

  





  

    		2024-08-28 20:40:55.539585

    		0.3 ms

  





  

    		2024-08-28 21:40:58.313029

    		-1.4 ms

  





  

    		2024-08-28 22:41:00.01713

    		-0.4 ms

  





  

    		2024-08-28 23:41:01.984385

    		1.8 ms

  





  

    		2024-08-29 00:41:04.145799

    		0.8 ms

  





  

    		2024-08-29 01:41:07.13852

    		-1.1 ms

  





  

    		2024-08-29 02:41:08.893889

    		-1.0 ms

  





  

    		2024-08-29 03:41:11.263362

    		1.6 ms

  





  

    		2024-08-29 04:41:13.011345

    		2.6 ms

  





  

    		2024-08-29 05:41:16.150823

    		2.5 ms

  





  

    		2024-08-29 06:41:18.523938

    		-0.4 ms

  





  

    		2024-08-29 07:41:20.369843

    		2.3 ms

  





  

    		2024-08-29 08:41:23.196328

    		-0.1 ms

  





  

    		2024-08-29 09:41:24.958399

    		2.0 ms

  





  

    		2024-08-29 10:41:28.039727

    		-0.3 ms

  





  

    		2024-08-29 11:41:29.790936

    		-0.7 ms

  





  

    		2024-08-29 12:41:31.458667

    		2.3 ms

  





  

    		2024-08-29 13:41:32.997579

    		1.1 ms

  





  

    		2024-08-29 14:41:34.606845

    		1.5 ms

  





  

    		2024-08-29 15:41:36.845588

    		1.5 ms

  





  

    		2024-08-29 16:41:38.656675

    		0.7 ms

  





  

    		2024-08-29 17:41:42.274398

    		-0.6 ms

  





  

    		2024-08-29 18:41:45.553989

    		0.2 ms

  





  

    		2024-08-29 19:41:49.342921

    		0.0 ms

  





  

    		2024-08-29 20:41:52.467325

    		0.8 ms

  





  

    		2024-08-29 21:41:54.500185

    		0.9 ms

  





  

    		2024-08-29 22:41:56.736264

    		1.2 ms

  





  

    		2024-08-29 23:41:59.263795

    		1.5 ms

  





  

    		2024-08-30 00:42:01.838928

    		0.3 ms

  





  

    		2024-08-30 01:42:06.080838

    		-1.1 ms

  





  

    		2024-08-30 02:42:08.815114

    		1.8 ms

  





  

    		2024-08-30 03:42:11.427175

    		-1.6 ms

  





  

    		2024-08-30 04:42:13.931003

    		1.1 ms

  





  

    		2024-08-30 05:42:16.492426

    		-0.3 ms

  





  

    		2024-08-30 06:42:19.656357

    		2.7 ms

  





  

    		2024-08-30 07:42:23.386889

    		3.0 ms

  





  

    		2024-08-30 08:42:25.03843

    		0.4 ms

  





  

    		2024-08-30 09:42:26.917314

    		4.1 ms

  





  

    		2024-08-30 10:42:28.911371

    		0.1 ms

  





  

    		2024-08-30 11:42:30.456931

    		-0.8 ms

  





  

    		2024-08-30 12:42:31.958292

    		-0.6 ms

  





  

    		2024-08-30 13:42:33.957876

    		1.8 ms

  





  

    		2024-08-30 14:42:35.916657

    		1.7 ms

  





  

    		2024-08-30 15:42:38.862249

    		1.0 ms

  





  

    		2024-08-30 16:42:41.099383

    		-1.3 ms

  





  

    		2024-08-30 17:42:42.780069

    		1.6 ms

  





  

    		2024-08-30 18:42:45.461509

    		-1.3 ms

  





  

    		2024-08-30 19:42:47.128785

    		-0.7 ms

  





  

    		2024-08-30 20:42:48.997002

    		0.3 ms

  





  

    		2024-08-30 21:42:50.544488

    		1.6 ms

  





  

    		2024-08-30 22:42:52.863398

    		1.3 ms

  





  

    		2024-08-30 23:42:54.984884

    		-0.2 ms

  





  

    		2024-08-31 00:42:58.735122

    		2.1 ms

  





  

    		2024-08-31 01:43:00.565388

    		0.8 ms

  





  

    		2024-08-31 02:43:04.051176

    		-0.9 ms

  





  

    		2024-08-31 03:43:05.931716

    		0.7 ms

  





  

    		2024-08-31 04:43:09.063385

    		-0.4 ms

  





  

    		2024-08-31 05:43:10.803158

    		-1.4 ms

  





  

    		2024-08-31 06:43:13.221196

    		-1.4 ms

  





  

    		2024-08-31 07:43:16.31097

    		-0.3 ms

  





  

    		2024-08-31 08:43:19.752592

    		3.5 ms

  





  

    		2024-08-31 09:43:22.069545

    		0.0 ms

  





  

    		2024-08-31 10:43:24.672967

    		2.0 ms

  





  

    		2024-08-31 11:43:26.934208

    		0.8 ms

  





  

    		2024-08-31 12:43:29.435987

    		2.0 ms

  





  

    		2024-08-31 13:43:31.739617

    		-0.1 ms

  





  

    		2024-08-31 14:43:34.16973

    		-0.2 ms

  





  

    		2024-08-31 15:43:37.146956

    		-0.8 ms

  





  

    		2024-08-31 16:43:41.067132

    		0.0 ms

  





  

    		2024-08-31 17:43:42.787117

    		0.9 ms

  





  

    		2024-08-31 18:43:44.442201

    		-0.7 ms

  





  

    		2024-08-31 19:43:46.247007

    		-0.1 ms

  





  

    		2024-08-31 20:43:47.956998

    		-1.4 ms

  





  

    		2024-08-31 21:43:49.971159

    		-0.9 ms

  





  

    		2024-08-31 22:43:52.870754

    		-4.9 ms

  





  

    		2024-08-31 23:43:54.460172

    		-1.6 ms

  





  

    		2024-09-01 00:43:58.600066

    		-1.4 ms

  





  

    		2024-09-01 01:44:00.368808

    		2.5 ms

  





  

    		2024-09-01 02:44:03.14166

    		0.7 ms

  





  

    		2024-09-01 03:44:05.331196

    		-1.0 ms

  





  

    		2024-09-01 04:44:07.548344

    		-3.6 ms

  





  

    		2024-09-01 05:44:09.751169

    		-2.4 ms

  





  

    		2024-09-01 06:44:11.384403

    		2.3 ms

  





  

    		2024-09-01 07:44:13.834785

    		5.3 ms

  





  

    		2024-09-01 08:44:15.6188

    		1.4 ms

  





  

    		2024-09-01 09:44:18.750993

    		4.1 ms

  





  

    		2024-09-01 10:44:21.376348

    		1.9 ms

  





  

    		2024-09-01 11:44:23.871311

    		0.1 ms

  





  

    		2024-09-01 12:44:25.554969

    		0.1 ms

  





  

    		2024-09-01 13:44:27.207206

    		1.2 ms

  





  

    		2024-09-01 14:44:29.578211

    		1.8 ms

  





  

    		2024-09-01 15:44:31.518152

    		0.0 ms

  





  

    		2024-09-01 16:44:34.715181

    		-0.4 ms

  





  

    		2024-09-01 17:44:36.958971

    		-2.4 ms

  





  

    		2024-09-01 18:44:39.667336

    		0.1 ms

  





  

    		2024-09-01 19:44:41.724192

    		-1.2 ms

  





  

    		2024-09-01 20:44:44.862103

    		-0.4 ms

  





  

    		2024-09-01 21:44:47.552186

    		-1.4 ms

  





  

    		2024-09-01 22:44:49.328791

    		-4.3 ms

  





  

    		2024-09-01 23:44:51.486018

    		-2.4 ms

  





  

    		2024-09-02 00:44:53.765312

    		-1.3 ms

  





  

    		2024-09-02 01:44:55.622749

    		1.3 ms

  





  

    		2024-09-02 02:44:58.318411

    		-0.6 ms

  





  

    		2024-09-02 03:45:00.605376

    		-0.3 ms

  





  

    		2024-09-02 04:45:02.794797

    		-1.0 ms

  





  

    		2024-09-02 05:45:06.363253

    		-1.5 ms

  





  

    		2024-09-02 06:45:08.346897

    		1.4 ms

  





  

    		2024-09-02 07:45:10.772377

    		5.2 ms

  





  

    		2024-09-02 08:45:12.368322

    		-1.7 ms

  





  

    		2024-09-02 09:45:14.293759

    		1.6 ms

  





  

    		2024-09-02 10:45:17.411096

    		1.3 ms

  





  

    		2024-09-02 11:45:19.020459

    		-0.5 ms

  





  

    		2024-09-02 12:45:21.531283

    		-1.4 ms

  





  

    		2024-09-02 13:45:23.274102

    		5.7 ms

  





  

    		2024-09-02 14:45:24.78401

    		-1.1 ms

  





  

    		2024-09-02 15:45:27.535754

    		-0.4 ms

  





  

    		2024-09-02 16:45:31.034115

    		-1.9 ms

  





  

    		2024-09-02 17:45:33.285922

    		-1.6 ms

  





  

    		2024-09-02 18:45:34.949769

    		1.9 ms

  





  

    		2024-09-02 19:45:36.626087

    		2.0 ms

  





  

    		2024-09-02 20:45:39.173508

    		0.5 ms

  





  

    		2024-09-02 21:45:41.761476

    		-0.8 ms

  





  

    		2024-09-02 22:45:43.421198

    		-0.5 ms

  





  

    		2024-09-02 23:45:45.696712

    		-3.0 ms

  





  

    		2024-09-03 00:45:49.26236

    		-2.3 ms

  





  

    		2024-09-03 01:45:51.292762

    		-2.2 ms

  





  

    		2024-09-03 02:45:53.827431

    		-0.3 ms

  





  

    		2024-09-03 03:45:55.945875

    		0.4 ms

  





  

    		2024-09-03 04:45:59.903597

    		-0.7 ms

  





  

    		2024-09-03 05:46:01.678214

    		-0.7 ms

  





  

    		2024-09-03 06:46:03.443782

    		2.9 ms

  





  

    		2024-09-03 07:46:05.323153

    		1.6 ms

  





  

    		2024-09-03 08:46:07.733015

    		-0.1 ms

  





  

    		2024-09-03 09:46:09.565315

    		0.6 ms

  





  

    		2024-09-03 10:46:11.108663

    		1.3 ms

  





  

    		2024-09-03 11:46:12.991329

    		-0.5 ms

  





  

    		2024-09-03 12:46:15.930125

    		0.1 ms

  





  

    		2024-09-03 13:46:18.347846

    		-0.4 ms

  





  

    		2024-09-03 14:46:20.484827

    		0.5 ms

  





  

    		2024-09-03 15:46:22.952343

    		-1.6 ms

  





  

    		2024-09-03 16:46:25.032506

    		2.0 ms

  





  

    		2024-09-03 17:46:26.835782

    		-0.1 ms

  





  

    		2024-09-03 18:46:29.132004

    		-0.8 ms

  





  

    		2024-09-03 19:46:32.448241

    		-1.3 ms

  





  

    		2024-09-03 20:46:34.919664

    		-1.7 ms

  





  

    		2024-09-03 21:46:39.0542

    		-0.2 ms

  





  

    		2024-09-03 22:46:41.781774

    		0.6 ms

  





  

    		2024-09-03 23:46:43.890814

    		-1.1 ms

  





  

    		2024-09-04 00:46:46.622557

    		-1.0 ms

  





  

    		2024-09-04 01:46:48.544191

    		0.0 ms

  





  

    		2024-09-04 02:46:50.780494

    		0.4 ms

  





  

    		2024-09-04 03:46:53.590863

    		-0.6 ms

  





  

    		2024-09-04 04:46:56.178223

    		1.7 ms

  





  

    		2024-09-04 05:46:58.446259

    		2.2 ms

  





  

    		2024-09-04 06:47:00.195672

    		1.7 ms

  





  

    		2024-09-04 07:47:01.896329

    		1.9 ms

  





  

    		2024-09-04 08:47:03.788171

    		0.2 ms

  





  

    		2024-09-04 09:47:05.529501

    		0.2 ms

  





  

    		2024-09-04 10:47:07.269214

    		0.3 ms

  





  

    		2024-09-04 11:47:09.739197

    		1.7 ms

  





  

    		2024-09-04 12:47:11.80855

    		-1.0 ms

  





  

    		2024-09-04 13:47:13.813843

    		-1.2 ms

  





  

    		2024-09-04 14:47:15.50451

    		0.9 ms

  





  

    		2024-09-04 15:47:17.410871

    		-0.7 ms

  





  

    		2024-09-04 16:47:19.60062

    		2.0 ms

  





  

    		2024-09-04 17:47:21.624792

    		1.2 ms

  





  

    		2024-09-04 18:47:25.631903

    		-1.0 ms

  





  

    		2024-09-04 19:47:27.619713

    		0.8 ms

  





  

    		2024-09-04 20:47:31.681649

    		0.4 ms

  





  

    		2024-09-04 21:47:33.772948

    		-0.1 ms

  





  

    		2024-09-04 22:47:37.939967

    		-1.0 ms

  





  

    		2024-09-04 23:47:40.514203

    		0.5 ms

  





  

    		2024-09-05 00:47:42.232128

    		-0.8 ms

  





  

    		2024-09-05 01:47:45.061595

    		-1.9 ms

  





  

    		2024-09-05 02:47:47.287584

    		-1.6 ms

  





  

    		2024-09-05 03:47:49.033571

    		0.2 ms

  





  

    		2024-09-05 04:47:50.935002

    		0.8 ms

  





  

    		2024-09-05 05:47:52.656042

    		0.3 ms

  





  

    		2024-09-05 06:47:54.574448

    		1.9 ms

  





  

    		2024-09-05 07:47:57.00691

    		2.3 ms

  





  

    		2024-09-05 08:47:59.586496

    		1.1 ms

  





  

    		2024-09-05 09:48:01.270326

    		0.4 ms

  





  

    		2024-09-05 10:48:03.769809

    		0.5 ms

  





  

    		2024-09-05 11:48:05.742534

    		0.7 ms

  





  

    		2024-09-05 12:48:08.117272

    		2.9 ms

  





  

    		2024-09-05 13:48:09.825389

    		-0.2 ms

  





  

    		2024-09-05 14:48:11.557849

    		0.4 ms

  





  

    		2024-09-05 15:48:14.048575

    		-1.1 ms

  





  

    		2024-09-05 16:48:15.958592

    		2.8 ms

  





  

    		2024-09-05 17:48:18.173467

    		-0.5 ms

  





  

    		2024-09-05 18:48:20.630747

    		2.0 ms

  





  

    		2024-09-05 19:48:22.867535

    		1.5 ms

  





  

    		2024-09-05 20:48:26.922788

    		-0.9 ms

  





  

    		2024-09-05 21:48:28.757812

    		-1.1 ms

  





  

    		2024-09-05 22:48:32.688548

    		-1.2 ms

  





  

    		2024-09-05 23:48:34.229721

    		-2.1 ms

  





  

    		2024-09-06 00:48:36.258904

    		-1.1 ms

  





  

    		2024-09-06 01:48:37.819112

    		-1.4 ms

  





  

    		2024-09-06 02:48:39.475214

    		-0.9 ms

  





  

    		2024-09-06 03:48:41.369246

    		2.0 ms

  





  

    		2024-09-06 04:48:43.015156

    		0.7 ms

  





  

    		2024-09-06 05:48:44.673419

    		0.6 ms

  





  

    		2024-09-06 06:48:46.495768

    		3.2 ms

  





  

    		2024-09-06 07:48:48.47477

    		0.7 ms

  





  

    		2024-09-06 08:48:50.110756

    		1.2 ms

  





  

    		2024-09-06 09:48:51.991161

    		1.6 ms

  





  

    		2024-09-06 10:48:53.704819

    		2.1 ms

  





  

    		2024-09-06 11:48:55.515482

    		0.3 ms

  





  

    		2024-09-06 12:48:57.410962

    		2.3 ms

  





  

    		2024-09-06 13:49:00.711308

    		-0.9 ms

  





  

    		2024-09-06 14:49:02.372738

    		-0.3 ms

  





  

    		2024-09-06 15:49:06.324299

    		0.6 ms

  





  

    		2024-09-06 16:49:08.331514

    		1.4 ms

  





  

    		2024-09-06 17:49:10.963482

    		0.2 ms

  





  

    		2024-09-06 18:49:13.391152

    		-2.3 ms

  





  

    		2024-09-06 19:49:16.251528

    		-2.2 ms

  





  

    		2024-09-06 20:49:18.152879

    		-1.8 ms

  





  

    		2024-09-06 21:49:21.523426

    		-3.4 ms

  





  

    		2024-09-06 22:49:23.806976

    		-0.5 ms

  





  

    		2024-09-06 23:49:25.503818

    		-1.6 ms

  





  

    		2024-09-07 00:49:27.88663

    		-1.1 ms

  





  

    		2024-09-07 01:49:29.455391

    		-0.8 ms

  





  

    		2024-09-07 02:49:31.039551

    		0.5 ms

  





  

    		2024-09-07 03:49:33.572341

    		1.6 ms

  





  

    		2024-09-07 04:49:35.022862

    		0.0 ms

  





  

    		2024-09-07 05:49:36.564088

    		-1.1 ms

  





  

    		2024-09-07 06:49:39.602899

    		1.2 ms

  





  

    		2024-09-07 07:49:42.68436

    		-0.6 ms

  





  

    		2024-09-07 08:49:44.39514

    		0.9 ms

  





  

    		2024-09-07 09:49:46.684867

    		0.6 ms

  





  

    		2024-09-07 10:49:48.177694

    		2.2 ms

  





  

    		2024-09-07 11:49:50.044063

    		2.5 ms

  





  

    		2024-09-07 12:49:51.649161

    		0.5 ms

  





  

    		2024-09-07 13:49:53.20176

    		-0.2 ms

  





  

    		2024-09-07 14:49:55.266848

    		0.9 ms

  





  

    		2024-09-07 15:49:57.116039

    		1.1 ms

  





  

    		2024-09-07 16:49:59.589905

    		-1.4 ms

  





  

    		2024-09-07 17:50:01.691873

    		-2.3 ms

  





  

    		2024-09-07 18:50:03.215449

    		0.2 ms

  





  

    		2024-09-07 19:50:04.857081

    		-1.2 ms

  





  

    		2024-09-07 20:50:07.225728

    		-2.7 ms

  





  

    		2024-09-07 21:50:09.311759

    		-0.1 ms

  





  

    		2024-09-07 22:50:10.842495

    		-0.5 ms

  





  

    		2024-09-07 23:50:13.389776

    		-1.9 ms

  





  

    		2024-09-08 00:50:16.483331

    		-1.0 ms

  





  

    		2024-09-08 01:50:18.328888

    		1.3 ms

  





  

    		2024-09-08 02:50:20.091227

    		-1.5 ms

  





  

    		2024-09-08 03:50:22.142193

    		1.5 ms

  





  

    		2024-09-08 04:50:24.583883

    		-0.9 ms

  





  

    		2024-09-08 05:50:27.862465

    		3.3 ms

  





  

    		2024-09-08 06:50:29.814749

    		1.3 ms

  





  

    		2024-09-08 07:50:31.358086

    		2.7 ms

  





  

    		2024-09-08 08:50:34.725689

    		0.9 ms

  





  

    		2024-09-08 09:50:37.27194

    		1.4 ms

  





  

    		2024-09-08 10:50:38.942274

    		-0.6 ms

  





  

    		2024-09-08 11:50:43.115055

    		1.2 ms

  





  

    		2024-09-08 12:50:44.825386

    		-0.2 ms

  





  

    		2024-09-08 13:50:46.951449

    		-0.9 ms

  





  

    		2024-09-08 14:50:48.939649

    		-1.3 ms

  





  

    		2024-09-08 15:50:51.758829

    		-1.6 ms

  





  

    		2024-09-08 16:50:54.374687

    		1.1 ms

  





  

    		2024-09-08 17:50:57.448175

    		-0.5 ms

  





  

    		2024-09-08 18:50:59.281619

    		-1.9 ms

  





  

    		2024-09-08 19:51:03.198768

    		1.2 ms

  





  

    		2024-09-08 20:51:04.846826

    		1.4 ms

  





  

    		2024-09-08 21:51:06.604345

    		1.3 ms

  





  

    		2024-09-08 22:51:08.285023

    		0.7 ms

  





  

    		2024-09-08 23:51:10.489257

    		-0.9 ms

  





  

    		2024-09-09 00:51:13.00522

    		-1.1 ms

  





  

    		2024-09-09 01:51:16.047027

    		2.0 ms

  





  

    		2024-09-09 02:51:19.047434

    		0.9 ms

  





  

    		2024-09-09 03:51:21.998321

    		-0.4 ms

  





  

    		2024-09-09 04:51:24.646819

    		0.7 ms

  





  

    		2024-09-09 05:51:27.316272

    		-0.8 ms

  





  

    		2024-09-09 06:51:28.978053

    		2.0 ms

  





  

    		2024-09-09 07:51:31.357097

    		0.2 ms

  





  

    		2024-09-09 08:51:32.951155

    		0.6 ms

  





  

    		2024-09-09 09:51:34.800011

    		-0.8 ms

  





  

    		2024-09-09 10:51:37.332342

    		-0.2 ms

  





  

    		2024-09-09 11:51:38.941333

    		-0.6 ms

  





  

    		2024-09-09 12:51:41.006378

    		-0.7 ms

  





  

    		2024-09-09 13:51:42.595798

    		-1.1 ms

  





  

    		2024-09-09 14:51:44.886235

    		1.3 ms

  





  

    		2024-09-09 15:51:47.227155

    		1.2 ms

  





  

    		2024-09-09 16:51:49.369445

    		1.7 ms

  





  

    		2024-09-09 17:51:51.133598

    		0.4 ms

  





  

    		2024-09-09 18:51:52.609156

    		-0.7 ms

  





  

    		2024-09-09 19:51:54.329438

    		1.4 ms

  





  

    		2024-09-09 20:51:56.327084

    		1.8 ms

  





  

    		2024-09-09 21:51:58.715028

    		-0.9 ms

  





  

    		2024-09-09 22:52:00.348972

    		-0.6 ms

  





  

    		2024-09-09 23:52:02.452311

    		1.3 ms

  





  

    		2024-09-10 00:52:04.696963

    		1.0 ms

  





  

    		2024-09-10 01:52:06.525081

    		-1.3 ms

  





  

    		2024-09-10 02:52:09.280112

    		1.8 ms

  





  

    		2024-09-10 03:52:12.268039

    		-0.5 ms

  





  

    		2024-09-10 04:52:14.008207

    		-2.5 ms

  





  

    		2024-09-10 05:52:17.239846

    		-0.9 ms

  





  

    		2024-09-10 06:52:18.797917

    		3.5 ms

  





  

    		2024-09-10 07:52:20.438202

    		1.6 ms

  





  

    		2024-09-10 08:52:22.754896

    		-3.2 ms

  





  

    		2024-09-10 09:52:24.922813

    		2.3 ms

  





  

    		2024-09-10 10:52:26.774291

    		2.6 ms

  





  

    		2024-09-10 11:52:28.280539

    		-0.8 ms

  





  

    		2024-09-10 12:52:30.276082

    		-0.2 ms

  





  

    		2024-09-10 13:52:33.211104

    		-0.7 ms

  





  

    		2024-09-10 14:52:35.160013

    		0.0 ms

  





  

    		2024-09-10 15:52:37.411048

    		0.1 ms

  





  

    		2024-09-10 16:52:39.65459

    		0.6 ms

  





  

    		2024-09-10 17:52:41.949147

    		-0.6 ms

  





  

    		2024-09-10 18:52:44.797248

    		0.8 ms

  





  

    		2024-09-10 19:52:47.797816

    		-0.4 ms

  





  

    		2024-09-10 20:52:50.379628

    		2.1 ms

  





  

    		2024-09-10 21:52:52.542737

    		-0.7 ms

  





  

    		2024-09-10 22:52:54.787916

    		0.1 ms

  





  

    		2024-09-10 23:52:57.486789

    		-2.2 ms

  





  

    		2024-09-11 00:53:00.95313

    		0.7 ms

  





  

    		2024-09-11 01:53:03.715579

    		0.5 ms

  





  

    		2024-09-11 02:53:05.997153

    		2.0 ms

  





  

    		2024-09-11 03:53:07.619234

    		2.3 ms

  





  

    		2024-09-11 04:53:10.372543

    		0.2 ms

  





  

    		2024-09-11 05:53:12.521283

    		1.7 ms

  





  

    		2024-09-11 06:53:14.752058

    		3.7 ms

  





  

    		2024-09-11 07:53:16.646169

    		1.3 ms

  





  

    		2024-09-11 08:53:18.359996

    		0.4 ms

  





  

    		2024-09-11 09:53:21.001321

    		-0.7 ms

  





  

    		2024-09-11 10:53:23.883127

    		1.0 ms

  





  

    		2024-09-11 11:53:25.753934

    		-0.5 ms

  





  

    		2024-09-11 12:53:28.669106

    		-1.1 ms

  





  

    		2024-09-11 13:53:31.490124

    		-0.4 ms

  





  

    		2024-09-11 14:53:33.15299

    		-2.1 ms

  





  

    		2024-09-11 15:53:36.181008

    		-0.8 ms

  





  

    		2024-09-11 16:53:38.275888

    		-0.2 ms

  





  

    		2024-09-11 17:53:41.249544

    		-0.2 ms

  





  

    		2024-09-11 18:53:43.394602

    		-1.3 ms

  





  

    		2024-09-11 19:53:45.684618

    		-2.6 ms

  





  

    		2024-09-11 20:53:48.463303

    		-1.6 ms

  





  

    		2024-09-11 21:53:50.359843

    		-2.1 ms

  





  

    		2024-09-11 22:53:52.030902

    		-1.4 ms

  





  

    		2024-09-11 23:53:54.429911

    		-0.8 ms

  





  

    		2024-09-12 00:53:56.692339

    		-3.6 ms

  





  

    		2024-09-12 01:54:00.500397

    		-0.5 ms

  





  

    		2024-09-12 02:54:02.083188

    		1.1 ms

  





  

    		2024-09-12 03:54:04.085458

    		0.3 ms

  





  

    		2024-09-12 04:54:07.513625

    		-0.9 ms

  





  

    		2024-09-12 05:54:10.299857

    		-0.9 ms

  





  

    		2024-09-12 06:54:12.734728

    		-1.3 ms

  





  

    		2024-09-12 07:54:15.72365

    		0.3 ms

  





  

    		2024-09-12 08:54:17.984231

    		0.8 ms

  





  

    		2024-09-12 09:54:19.897213

    		0.8 ms

  





  

    		2024-09-12 10:54:21.589514

    		3.4 ms

  





  

    		2024-09-12 11:54:23.98551

    		0.0 ms

  





  

    		2024-09-12 12:54:26.175406

    		-0.5 ms

  





  

    		2024-09-12 13:54:29.238229

    		1.6 ms

  





  

    		2024-09-12 14:54:30.735564

    		-0.8 ms

  





  

    		2024-09-12 15:54:32.386221

    		-2.0 ms

  





  

    		2024-09-12 16:54:34.091861

    		0.4 ms

  





  

    		2024-09-12 17:54:37.021178

    		-0.9 ms

  





  

    		2024-09-12 18:54:39.290654

    		-2.2 ms

  





  

    		2024-09-12 19:54:40.911431

    		1.3 ms

  





  

    		2024-09-12 20:54:42.667643

    		-1.4 ms

  





  

    		2024-09-12 21:54:45.361998

    		-0.8 ms

  





  

    		2024-09-12 22:54:48.884889

    		-0.3 ms

  





  

    		2024-09-12 23:54:50.882628

    		0.8 ms

  





  

    		2024-09-13 00:54:53.541377

    		-0.1 ms

  





  

    		2024-09-13 01:54:56.379168

    		-1.9 ms

  





  

    		2024-09-13 02:54:58.230082

    		-1.6 ms

  





  

    		2024-09-13 03:55:02.242699

    		-0.8 ms

  





  

    		2024-09-13 04:55:04.27716

    		-0.5 ms

  





  

    		2024-09-13 05:55:07.178954

    		1.8 ms

  





  

    		2024-09-13 06:55:09.103063

    		2.9 ms

  





  

    		2024-09-13 07:55:11.773089

    		0.5 ms

  





  

    		2024-09-13 08:55:13.599479

    		0.6 ms

  





  

    		2024-09-13 09:55:15.95018

    		1.3 ms

  





  

    		2024-09-13 10:55:17.506573

    		0.2 ms

  





  

    		2024-09-13 11:55:20.021417

    		0.7 ms

  





  

    		2024-09-13 12:55:22.168864

    		-0.1 ms

  





  

    		2024-09-13 13:55:24.631369

    		1.8 ms

  





  

    		2024-09-13 14:55:26.241414

    		-1.3 ms

  





  

    		2024-09-13 15:55:28.279459

    		-0.5 ms

  





  

    		2024-09-13 16:55:30.368802

    		3.0 ms

  





  

    		2024-09-13 17:55:32.403999

    		-0.4 ms

  





  

    		2024-09-13 18:55:35.910094

    		-0.7 ms

  





  

    		2024-09-13 19:55:38.09264

    		-0.1 ms

  





  

    		2024-09-13 20:55:39.846628

    		-0.1 ms

  





  

    		2024-09-13 21:55:41.753716

    		0.3 ms

  





  

    		2024-09-13 22:55:43.477208

    		0.0 ms

  





  

    		2024-09-13 23:55:45.274227

    		-1.3 ms

  





  

    		2024-09-14 00:55:47.708561

    		-3.2 ms

  





  

    		2024-09-14 01:55:49.999477

    		-1.9 ms

  





  

    		2024-09-14 02:55:52.106576

    		-0.1 ms

  





  

    		2024-09-14 03:55:53.999268

    		2.2 ms

  





  

    		2024-09-14 04:55:55.78891

    		1.6 ms

  





  

    		2024-09-14 05:55:57.457785

    		-0.2 ms

  





  

    		2024-09-14 06:56:00.84938

    		-0.3 ms

  





  

    		2024-09-14 07:56:03.448907

    		0.3 ms

  





  

    		2024-09-14 08:56:05.654153

    		-0.5 ms

  





  

    		2024-09-14 09:56:07.221146

    		0.5 ms

  





  

    		2024-09-14 10:56:08.652073

    		2.4 ms

  





  

    		2024-09-14 11:56:11.049512

    		-1.0 ms

  





  

    		2024-09-14 12:56:13.588049

    		2.7 ms

  





  

    		2024-09-14 13:56:15.885222

    		-1.8 ms

  





  

    		2024-09-14 14:56:19.267186

    		-1.4 ms

  





  

    		2024-09-14 15:56:22.009343

    		1.5 ms

  





  

    		2024-09-14 16:56:23.478099

    		1.3 ms

  





  

    		2024-09-14 17:56:26.611393

    		-1.4 ms

  





  

    		2024-09-14 18:56:30.237278

    		0.5 ms

  





  

    		2024-09-14 19:56:34.267149

    		-2.5 ms

  





  

    		2024-09-14 20:56:36.421418

    		-0.3 ms

  





  

    		2024-09-14 21:56:38.331407

    		1.6 ms

  





  

    		2024-09-14 22:56:39.937251

    		-1.4 ms

  





  

    		2024-09-14 23:56:43.318765

    		-1.8 ms

  





  

    		2024-09-15 00:56:45.599383

    		1.3 ms

  





  

    		2024-09-15 01:56:47.900577

    		0.2 ms

  





  

    		2024-09-15 02:56:50.092876

    		0.5 ms

  





  

    		2024-09-15 03:56:52.605166

    		-1.6 ms

  





  

    		2024-09-15 04:56:54.421542

    		2.9 ms

  





  

    		2024-09-15 05:56:57.154335

    		1.8 ms

  





  

    		2024-09-15 06:56:58.757015

    		2.4 ms

  





  

    		2024-09-15 07:57:00.32515

    		-0.2 ms

  





  

    		2024-09-15 08:57:01.781086

    		0.2 ms

  





  

    		2024-09-15 09:57:03.295663

    		-0.9 ms

  





  

    		2024-09-15 10:57:05.960284

    		-0.9 ms

  





  

    		2024-09-15 11:57:08.444413

    		-0.9 ms

  





  

    		2024-09-15 12:57:10.238751

    		2.0 ms

  





  

    		2024-09-15 13:57:12.776888

    		2.0 ms

  





  

    		2024-09-15 14:57:15.351944

    		0.3 ms

  





  

    		2024-09-15 15:57:17.670773

    		-0.8 ms

  





  

    		2024-09-15 16:57:19.28974

    		0.8 ms

  





  

    		2024-09-15 17:57:22.498083

    		-0.4 ms

  





  

    		2024-09-15 18:57:24.375707

    		1.1 ms

  





  

    		2024-09-15 19:57:26.373171

    		0.8 ms

  





  

    		2024-09-15 20:57:27.884339

    		3.2 ms

  





  

    		2024-09-15 21:57:30.006967

    		-0.1 ms

  





  

    		2024-09-15 22:57:31.468571

    		-2.3 ms

  





  

    		2024-09-15 23:57:33.543164

    		-0.8 ms

  





  

    		2024-09-16 00:57:36.640119

    		-1.1 ms

  





  

    		2024-09-16 01:57:40.151951

    		-0.7 ms

  





  

    		2024-09-16 02:57:43.429485

    		-1.5 ms

  





  

    		2024-09-16 03:57:46.173047

    		1.2 ms

  





  

    		2024-09-16 04:57:48.449399

    		-0.5 ms

  





  

    		2024-09-16 05:57:50.601034

    		2.1 ms

  





  

    		2024-09-16 06:57:53.043216

    		-0.1 ms

  





  

    		2024-09-16 07:57:54.938041

    		3.9 ms

  





  

    		2024-09-16 08:57:56.921915

    		1.8 ms

  





  

    		2024-09-16 09:57:58.677421

    		-0.6 ms

  





  

    		2024-09-16 10:58:00.287436

    		1.9 ms

  





  

    		2024-09-16 11:58:02.192728

    		2.7 ms

  





  

    		2024-09-16 12:58:04.524349

    		2.2 ms

  





  

    		2024-09-16 13:58:06.537222

    		2.5 ms

  





  

    		2024-09-16 14:58:08.747772

    		-0.2 ms

  





  

    		2024-09-16 15:58:10.568676

    		1.5 ms

  





  

    		2024-09-16 16:58:12.120139

    		1.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-09-14 13:25:32.814 UTC

    		85.230.193.70

    		Olof Segevall (OS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-14 13:29:34.692 UTC

    		85.230.193.70

    		Olof Segevall (OS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  

  

    		2024-09-14 15:04:05.893 UTC

    		80.216.23.223

    		Erik Johansson (EJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-14 15:05:30.215 UTC

    		80.216.23.223

    		Erik Johansson (EJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  

  

    		2024-09-14 18:20:37.265 UTC

    		217.10.122.102

    		Isabelle Hall Wilkens (IHW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-14 18:26:11.896 UTC

    		217.10.122.102

    		Isabelle Hall Wilkens (IHW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  

  

    		2024-09-15 11:35:27.678 UTC

    		94.234.113.57

    		Filip Carlsson (FC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-15 11:36:06.403 UTC

    		94.234.113.57

    		Filip Carlsson (FC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  

  

    		2024-09-15 14:23:21.794 UTC

    		147.28.70.203

    		Elin Niklasson (EN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-15 14:25:49.707 UTC

    		147.28.70.203

    		Elin Niklasson (EN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  

  

    		2024-09-16 17:56:32.417 UTC

    		193.11.200.152

    		Lukas Johansson (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-09-16 17:58:00.46 UTC

    		193.11.200.152

    		Lukas Johansson (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-09-04 19:46:24 UTC.

  









